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Foreword
7his hDndbooN is intended to heOp prDctitioners thDt hDYe D proIessionDO 
reTuirement to IooO others to be more eIIectiYe in their Mobs.  8sed in conMunction 
with the Artifice course proJrDmme, the hDndbooN seeNs to empower its reDders 
to become better Dt ¶deceptiYe thinNinJ·, enDbOinJ them to out�thinN, inteOOectuDOO\ 
out�Jun, Dnd out�mDnoeuYre their tDrJets in hiJhO\ DdYersDriDO settinJs.  ,t 
represents thinNinJ DccumuODted oYer the course oI neDrO\ fiIteen \eDrs oI 
reseDrch into the IundDmentDO nDture oI deception, mDn\ \eDrs spent supportinJ 
deception prDctitioners Dcross D rDnJe oI orJDnisDtions, Dnd D OiIeOonJ pDssion Ior 
mDJic, confidence tricNs, Dnd other meDns Ior deceiYinJ. 

7he hDndbooN is deOiberDteO\ OiJht on theor\, Dnd heDY\ on prDctice.  ,t is intended 
to proYide D prDcticDO meDns Ior desiJninJ deceptiYe Dction thDt worNs.  )or those 
reDders thDt do wDnt more oI the bDcNJround, the hDndbooN DOso suppOies mDn\ 
reIerences to other worN thDt e[pODins more Dbout how deception worNs, Dnd the 
methods used Ior IooOinJ others in mDn\ other domDins oI DppOicDtion.

7he principOes Dnd processes described in the hDndbooN trDnscend domDin, 
DppOicDtion, Dnd hierDrch\.  7his meDns thDt the methods cDn be DppOied to the 
desiJn oI Dn\ Iorm oI deceptiYe Dction, to IooO Dn\ t\pe oI tDrJet �Irom indiYiduDO 
to orJDnisDtion� within Dn\ domDin oI DppOicDtion.  7hese methods cDn be used 
b\ Dn\bod\ thDt needs to desiJn Dn\ Iorm oI deception � Irom undercoYer 
poOice oIficers, miOitDr\ pODnners, inteOOiJence stDIIs, DdYertisers Dnd mDrNeters, 
fiction writers, theDtre desiJners, mDJiciDns, etc., Dnd DOso b\ counter�deception 
prDctitioners, incOudinJ poOice oIficers, inteOOiJence stDII, securit\ personneO, 
c\ber deIence stDII, customs Dnd Dnti�smuJJOinJ stDII, store owners, Dnti�IrDud 
personneO, etc.

A Ne\ considerDtion in writinJ D booN Dbout deception is the potentiDO use to which 
these ideDs mD\ be put.  7he booN thereIore Dddresses Ds D primDr\ concern 
the ethics oI deception, iOOustrDtinJ some oI the mDn\ beneYoOent DppOicDtions 
oI deception.  ,t DOso discusses the meDns b\ which deception cDn be detected 
Dnd deIeDted �this topic wiOO be Dddressed in more detDiO in D ODter hDndbooN� 
toJether with the meDns b\ which the principOes in this hDndbooN cDn be used in 
D ¶poDcher turned JDmeNeeper· mode to support counter�deception.  )inDOO\, this 
hDndbooN proYides tooOs thDt cDn heOp prDctitioners to deYeOop their deceptiYe 
thinNinJ sNiOOs throuJhout their cDreers.

Simon Henderson 
0Drch 2019
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“To be human 
is to cheat 
and be cheated.”
Bell and Whaley (1982)
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Laying the foundation
Introduction
'eception is DOO Dround us.  ,t e[ists Dt DOO OeYeOs oI OiIe, Irom the microbiDO to the 
JOobDO�JeopoOiticDO, Dnd it conIers Dn eYoOutionDr\ DdYDntDJe to both predDtor Dnd 
pre\.  ,n the short term, deception increDses JDin, or minimises Ooss.  ,n the 
OonJer�term it conIers eYoOutionDr\ DdYDntDJe b\ increDsinJ the chDnces oI 
surYiYDO, mDturDtion Dnd reproduction.  'eception is hDrd�wired into eDch Dnd 
eYer\ one oI us.  ,t cDn be used beneYoOentO\ to do wonderIuO Jood, Ds weOO Ds 
mDOeYoOentO\ to do incredibOe hDrm.  (IIectiYe deceptiYe Dction oIten hDs D 
simpOicit\, eOeJDnce Dnd Dn DOmost Desthetic TuDOit\ oI beDut\ to it.  <et Dt the 
sDme time, b\ its Yer\ nDture, deception is not obYious, it is surprisinJ, Dnd the 
meDns b\ which it worNs is oIten e[tremeO\ counter�intuitiYe.  7hese 
chDrDcteristics cDn mDNe deception diIficuOt to stud\, understDnd Dnd enDct.

7he intrDceOOuODr pDrDsitic proto]oD LeishmDniD �sometimes reIerred to Ds D 
¶Áesh�eDtinJ diseDse·� uses muOtipOe Iorms oI deception to surYiYe Dnd reproduce.  
,nitiDOO\, deDd pDrDsites e[pose D moOecuOe thDt supports the entr\ oI OiYe pDrDsites 
into ceOOs, thereb\ eYDdinJ the host·s immune responses Dnd DYoidinJ detection.  
2nce the pDrDsite hDs entered D host ceOO, it reOeDses D moOecuOe thDt preYents the 
ceOO Irom respondinJ to Dn ¶DJinJ triJJer· moOecuOe, thereb\ increDsinJ the ceOO·s 
OiIespDn so thDt it cDn compOete its OiIec\cOe �&ecD Oio, 3ere]�&Dbe]Ds, 6DntDrem, 
0DcieO, 5odriJues, 	 &ordeiro dD 6iOYD, 201�� .nodOer, &eOOi, 	 )inOD\, 2001�.

A wide YDriet\ oI diIIerent pODnt�bDsed deception occurs, incOudinJ the use oI 
scent mimicr\ to DttrDct Dnd predDte on insects, such Ds the western sNunN 
cDbbDJe thDt mimics the scent oI D sNunN to DttrDct insects �%roderbDuer, 'iD], 	 
:eber, 2012�.  9isuDO mimicr\ cDn be used to simuODte D se[uDOO\ DttrDctiYe insect, 
such Ds the bee orchid thDt DttrDcts other insects to mDte Dnd IDciOitDte poOOinDtion 
�-ersDNoYD, -ohnson, 	 .indOmDnn, 200�� 3DuOus, 200�� 6copece, 0usDcchio, 
:idmer, 	 &o]]oOino, 200�� 6trein]er, (OOis, 3DuOus, 	 6pDethe, 2010� 6trein]er, 
3DuOus, 	 6pDethe, 2009� 9ereecNen, 2009�.  And Ds D deIensiYe meDsure, some 
beniJn pODnts mimic other pODnts thDt Dre poisonous or stinJ, incOudinJ the deDd 
nettOe which resembOes D reDO nettOe to deter predDtors Irom DttDcNinJ or eDtinJ it 
�LeY�<Ddun, 201�� 6chDIIner, 1910�.

'eception is widespreDd in the DnimDO NinJdom, Dnd cDn be seen Dcross DOO ph\OD.  
'eception mD\ be YisuDO, incOudinJ YDrious Iorms oI cDmouÁDJe or mimicr\, such 
Ds D bird thDt dispOD\s D simuODted broNen winJ to Oure D predDtor DwD\ Irom its 
Jround�nestOinJ chicNs �+iOOer, 19�9�.  6ome DnimDOs, such Ds dronJos use IDOse 
DODrm cDOOs to scDre other species DwD\ Irom Iood thDt the\ then steDO �)Oower, 
*ribbOe, 	 5idOe\, 201��.  And shortO\ beIore the\ become hiJhO\ YuOnerDbOe Ds D 
resuOt oI mouOtinJ, 0Dntis 6hrimps wiOO ph\sicDOO\ threDten other 0Dntis 6hrimps to 
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estDbOish D reputDtion Ior DJJression, which the\ then cDpitDOise on b\ mDintDininJ 
bOuII threDt dispOD\s beIore their e[osNeOetons hDYe hDrdened �AdDms 	 &DOdweOO, 
1990�.

,n humDns, chiOdren OeDrn to Oie Dt Dn eDrO\ DJe �(YDns 	 Lee, 201�� 6incODir, 
199��.  +oweYer, the trDnsition Irom beinJ D poor OiDr to D better OiDr reÁects 
deYeOopment oI the cDpDcit\ Ior imDJininJ the worOd Irom Dnother person·s �i.e. 
the tDrJet·s� perspectiYe, D process Nnown Ds ¶theor\ oI mind·.  7his phDse oI 
deYeOopment mDrNs D Ne\ stDJe in D chiOd·s DcTuisition oI hiJher�OeYeO coJnitiYe 
reDsoninJ sNiOOs �'inJ, :eOOmDn, :DnJ, )u, 	 Lee, 201�� 6pence, +unter, )Drrow, 
*reen, LeunJ, +uJhes, 	 *DnesDn, 200��.  6tudies hDYe DOso shown D positiYe 
OinN in \ounJ chiOdren·s DbiOit\ to deceiYe, Dnd their subseTuent DcDdemic 
deYeOopment �(YDns 	 Lee, 2011� Lee 	 5oss, 199�� Dnd D reODted reODtionship 
between deceptiYe DbiOit\ Dnd brDin si]e hDs DOso been identified in primDtes 
�%\rne 	 &orp, 200��. 

7here e[ists D siJnificDnt industr\ buiOt Dround the purported �iI scientificDOO\ 
TuestionDbOe� DbiOit\ to detect O\inJ in humDns, oIten OinNed to D rDnJe oI cODimed 
enDbOinJ technoOoJies, Irom the poO\JrDph �which uses heDrt�rDte DnDO\sis, 
JDOYDnic sNin response, respirDtion pDtterns, Dnd other DnDO\sis�, micro�Jesture 
detection Dnd DnDO\sis, speech pDttern DnDO\sis, throuJh to IunctionDO mDJnetic 
resonDnce imDJinJ �(NmDn, 19��� NDtionDO 5eseDrch &ounciO &ommittee to 
5eYiew the 6cientific (Yidence on the 3oO\JrDph, 200��.

'eception enDbOes the prDctice oI sociDO enJineerinJ, in which D IrDJment oI 
inIormDtion obtDined Dbout Dn orJDnisDtion �Ior e[DmpOe, the nDme oI Dn 
empOo\ee� is used to mDnipuODte empOo\ees within thDt compDn\  in Dn iterDtiYe 
Dnd escDODtor\ c\cOe to JDin increDsinJ OeYeOs oI inIormDtion, priYiOeJe Dnd Dccess 
�LonJ, 200�� 0itnicN 	 6imon, 2002�.

'eception simiODrO\ IDciOitDtes mDn\ diIIerent Iorms oI scDm Dnd confidence tricN, 
in which D mDrN·s confidence Dnd trust is first JDined, Dnd then e[pOoited b\ D 
swindOer, usuDOO\ resuOtinJ in D Ooss oI mone\ or Joods �LoYeOO, 199�� 6tDMDno 	 
:iOson, 2009�.

'eception permeDtes DdYertisinJ Dnd mDrNetinJ, JiYinJ rise to phenomenD such 
Ds brDnd mimicr\, misOeDdinJ pDcNDJinJ Dnd ODbeOOinJ, DdYertisinJ thDt tDrJets 
chiOdren in the Iorm oI Iree onOine JDmes �Nnown Ds ¶DdYerJDmes·� Dnd DppDrent 
Oow�budJet pDrod\ DdYerts produced Ds tributes b\ D product·s IDns, thDt in IDct 
hDYe been commissioned Irom ODrJe mDrNetinJ firms � D Jenre oI DdYertisinJ 
Nnown Ds ¶sub�YirDO· �%oush, )riestDd, 	 :riJht, 2009� 6hrum, Liu, NespoOi, 	 
Lowre\, 2012�.

'eception e[ists in sport, both Ds Dn inherent Dnd OeJitimDte tDctic �e.J. D bo[er 
throwinJ D Ieint, or tricN pOD\s thDt utiOises mimicr\ Dnd misdirection such Ds the 
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¶6tDtue oI Libert\· pOD\ in AmericDn )ootbDOO� Dnd DOso in the Iorm oI cheDtinJ, 
such Ds coYert dopinJ or mDnipuODtion oI eTuipment  �0orris, 201�� 3ÁeeJor 	 
5oesenberJ, 201��.

:ithin the ps\chic industr\, booNs teDch mDnipuODtiYe OinJuistic strDteJies thDt 
enDbOe D purported ps\chic to pDss on messDJes thDt Dre so personDO Dnd so 
DccurDte thDt the\ cDn onO\ �DppDrentO\� hDYe been pDssed�on directO\ Irom D 
deDd reODtiYe �+\mDn, 19��� 5owODnd, 200��.

7he fieOd oI mDJic Dnd conMurinJ e[pOoits deception to IooO Dudiences Ior 
entertDinment, Dnd whiOe there Dre Oimits to the JenerDOisDbiOit\ oI mDJic, 
mDJiciDns Dre one oI the Iew cODsses oI deceiYer thDt DctiYeO\ document their 
methods, Dnd mDJic booNs contDin D weDOth oI inIormDtion Dbout how peopOe Dre 
IooOed �LDmont 	 :isemDn, 200�� 0DcNniN, 0Drtine]�&onde, 	 %ODNesOee, 2011�.

'eception enDbOes mDn\ diIIerent Iorms oI cheDtinJ in the conte[t oI JDmbOinJ, 
Irom ph\sicDO Dnd ps\choOoJicDO moYes desiJned to misdirect D croupier Irom Dn 
e[chDnJe oI Oow�YDOue chips Ior hiJh�YDOue chips durinJ D JDme oI rouOette, to 
reproJrDmminJ D cDsino·s JDminJ computer to erroneousO\ print winninJ pD\�out 
sOips �%%&, 2010� 0Drcus, 200�� 2rti], 19���.  'eception is DOso used within 
JDmbOinJ Ds Dn DcNnowOedJed Dnd OeJitimDte tDctic, such Ds the use oI bOuIfinJ in 
poNer �3DOomlNi, <Dn, 	 LDDNDsuo, 201��.

7here e[ists Dn e[tremeO\ OonJ Dnd rich histor\ oI deception Ds D miOitDr\ strDteJ\, 
to enDbOe surprise, simuODte increDsed Iorce si]e, Dnd conIuse the enem\ Ds to 
reDO cDpDbiOities or intentions �7]u, �00 %.&.� :hDOe\, 200��.

'eception occurs in music, where D Oistener·s e[pectDtions Dbout the proJression 
oI D chord seTuence mD\ be deOiberDteO\ set�up, Dnd then une[pectedO\ YioODted 
usinJ Dn irreJuODr resoOution to creDte surprise Dnd interest �D dominDnt to 
superdominDnt chord proJression Nnown Ds D ¶deceptiYe cDdence·� �)oote 	 
6pDOdinJ, 190�, pp. ����9�.

7he worOd oI Drt empOo\s deception to surprise, deOiJht, IrustrDte, conIront Dnd 
conIound obserYers Dnd pDrticipDnts.  7rompe�O·±iO �)rench Ior ´deceiYe the e\eµ� 
empOo\s photo�reDOistic opticDO iOOusions to IooO Yiewers into beOieYinJ momentDriO\ 
thDt the\ Dre YiewinJ reDO three�dimensionDO obMects, such Ds D door or D window 
pDinted onto D wDOO, or D fiJure in D pDintinJ thDt DppeDrs to e[tend be\ond the 
pDintinJ·s IrDme �.uboY\ 	 7\Oer�.  3erIormDnce Drtists mD\ DOso stDJe eYents 
such Ds prDnNs, protests or other Iorms oI pubOic or corporDte interYention, without 
the unwittinJ pDrticipDnts inYoOYed beinJ DwDre Ds to the reDO identiI\ oI the Drtist, 
or thDt the\ themseOYes Dre pDrticipDtinJ in D worN oI Drt �5eeYes�(Yison, 201��.  
And deception is riIe in Drt IrDud, in which the worNs oI JreDt Drtists Dre 
pDinstDNinJO\ Dnd DccurDteO\ IDOsified with the intent to IooO e[pert DuthenticDtors, 
Ductioneers Dnd bidders �+ebborn, 200��.
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7he Duthors oI worNs oI fiction oIten deOiberDteO\ mDnipuODte Dnd deceiYe their 
reDders.  6tor\Oines pODnt e[pOicit or impOicit cOues desiJned to shDpe the reDder·s 
sensemDNinJ Dnd e[pectDtions Ds to whodunit, onO\ to conIound these with the 
sudden twist Dt the stor\·s concOusion Ds to who reDOO\ did it �6hipOe\, 19���.

6peciDO eIIects desiJners empOo\ deception to creDte IDOse but conYincinJ YisuDO 
representDtions oI reDO worOd or imDJinDr\ DctiYities thDt Dre too e[pensiYe, too 
risN\, or too technicDOO\ prohibitiYe to do Ior reDO.  And reDOistic speciDO eIIects 
cDpDbiOities Dre DOso enDbOinJ other deceptiYe DctiYities, such Ds hidinJ D 
perpetrDtor·s reDO identit\ durinJ D bDnN robber\ �6Dnders, 8edD, 0inemoto, 
No\es, <oshiNDwD, 	 -enNins, 201��.

And Ds c\berspDce Dnd c\ber conÁict continues to deYeOop DpDce, new 
cDpDbiOities Dnd new Iorms oI deception Dre emerJinJ thDt reO\ on the DbiOit\ to 
creDte, mDnipuODte Dnd e[pOoit behDYiourDO residue, e[pOoit Dnon\mit\, DutomDtion 
Dnd permutDtion, Dnd DchieYe JOobDO reDch Dnd mDssiYe Ds\mmetr\.  6uch 
cDpDbiOities hDYe JiYen rise to e[otic terminoOoJ\ incOudinJ ¶DstroturfinJ· �the 
creDtion oI DrtificiDO JrDss roots support�, ¶socN�puppetinJ· �the creDtion oI one or 
more onOine personDs to enJineer IDOse diDOoJue� Dnd ¶JooJOewDshinJ· �chDnJinJ 
the DppDrent meDninJ or siJnificDnce oI D seDrch term b\ pushinJ specific resuOts 
up the rDnN orderinJ Dnd cDusinJ the oriJinDO resuOts to DppeDr Oower�down in the 
rDnNinJ�.  6ee Lee �2010�� LiYinJston �200��� 2rOowsNi �200��� 6oOorio, +DsDn, 
Dnd 0i]Dn �201��� 6tDMDno Dnd :iOson �2009�� =ibreJ �201��.

)rom this OonJ Oist oI domDins one cDn beJin to DppreciDte the YDst rDnJe oI 
DppOicDtions in which deception is prDcticed to IooO D tDrJet Dnd creDte some Nind 
oI DdYDntDJe Ior the deceiYer.  And it is worth beDrinJ in mind thDt the domDins 
discussed here bDreO\ beJin to scrDtch the surIDce oI the totDOit\ oI settinJs in 
which deception is utiOised.  %ut whDt OinNs these e[DmpOes toJether"  :hDt Dre 
the common threDds"  +ow cDn one beJin to reODte the deceptiYe mechDnisms 
used b\ LeishmDniD to the deceptiYe strDteJies used in socNpuppetinJ"  +ow cDn 
deception Ds prDcticed on the sports fieOd heOp us mDNe better sense oI deception 
when it is used to cheDt Dt the rouOette tDbOe"  And how cDn the stud\ oI deception 
within these domDins Dssist D prDctitioner thDt needs to deceiYe others in Dn 
entireO\ unreODted domDin"

An importDnt IoundDtion Ior DnswerinJ these Tuestions is to first define our terms�



For educational use only

Page 5© Artifice Ltd, 2019. Not to be reproduced without permission

Defining key terms

7he 2[Iord 'ictionDr\ oI (nJOish �2[Iord (nJOish 'ictionDr\, 201�� defines 
deception Ds� 

“[To] deliberately cause (someone) to believe something that is not true, 
especially for personal gain.” 

7his definition, which is t\picDO oI those deriYed Irom dictionDries, IDOOs short in 
seYerDO respects. )irst, it impOies thDt truth or IDOsehood is D binDr\ either�or stDte, 
Dnd does not, Ior e[DmpOe, Dddress YDr\inJ deJrees oI truth, or the cDse in which 
pDrts oI D situDtion Dre true, whiOe other pDrts Dre IDOse. 6econd, the definition 
does not cDter Ior situDtions in which one wishes D tDrJet to not beOieYe D situDtion 
thDt is true� the definition thereIore IDiOs to cDter Ior situDtions in which reDOit\ is 
beinJ hidden or Dctors Dre operDtinJ coYertO\. 7hird, it is entireO\ IeDsibOe to 
deceiYe D tDrJet without teOOinJ Dn\ Oies whDtsoeYer, indeed the truth itseOI cDn be 
structured Dnd presented to deceiYe �D process sometimes reIerred to Ds 
¶pDOterinJ·�.

2ther definitions IDir somewhDt better. )or e[DmpOe, current 8. deception 
doctrine, -'3 ���0.1 �'&'&, 200�� defines deception Ds�

“Deliberate measures that manipulate the perceptions and condition the 
behaviour of the adversary, in order to achieve and exploit an advantage.” 

:hiOe this definition introduces ps\choOoJicDO processes Dnd their mDnipuODtion 
�perception, behDYiour, mDnipuODtion Dnd conditioninJ� cOose inspection reYeDOs 
thDt it is not specific to deception� indeed, it couOd Must Ds weOO be D definition Ior 
¶inÁuence·.

Another common component oI definitions oI deception is thDt the Dction oI the 
tDrJet is oIten specified Ds beinJ preMudiciDO to their interests.  )or e[DmpOe, the 
86 'epDrtment oI 'eIense 'ictionDr\ oI 0iOitDr\ Dnd AssociDted 7erms �6tDII, 
200�� defines deception Ds�

“Those measures designed to mislead the enemy by manipulation, 
distortion, or falsification of evidence to induce the enemy to react in a 
manner prejudicial to the enemy’s interests.”

:hiOe this definition is recoJnisDbO\ miOitDr\ Dnd DdYersDriDO in nDture, it does not 
constitute Dn DdeTuDte bDsis Ior D definition oI deception in JenerDO, Ds there Dre 
mDn\ instDnces in which deception is used Ior beneYoOent purposes thDt Dre not 
preMudiciDO to the tDrJet·s interests.  )or e[DmpOe, D medicine mD\ be ÁDYoured to 
IooO D pDtient·s sense oI tDste into findinJ it pDODtDbOe, in order thDt he cDn inJest it 
to receiYe its benefits.
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A new definition is hereb\ proposed, D definition thDt seeNs to Dddress these 
concerns, Dnd sets the notion oI deception DJDinst D more contemporDr\ 
ps\choOoJicDO IoundDtion �+enderson, 2011��

Deception:
“Deliberate measures to induce erroneous sensemaking and subsequent 
behaviour within a target audience, to achieve and exploit an advantage.”

A Ne\ component oI this definition reODtes to the notion oI ¶erroneous 
sensemDNinJ·� thDt is, some Dspect oI the tDrJet·s understDndinJ oI the worOd is 
deOiberDteO\ Oed to be wronJ, or in error.  ,t is this Iocus on error thDt diIIerentiDtes 
deception Irom other reODted concepts, such Ds inÁuence, persuDsion or coercion, 
etc., Dnd indeed inÁuence more broDdO\. 7he notion oI sensemDNinJ wiOO be 
Dddressed ODter in the pDper, Ds D IundDmentDO buiOdinJ bOocN oI deception.  
)iJure 1 unpDcNs this definition Dnd e[pODins its diIIerent components.

7his definition diIIerentiDtes deception Irom inÁuence YiD the incOusion oI 
erroneous sensemDNinJ.  7urninJ to D definition oI inÁuence�

Influence:
“Deliberate measures to induce desired sensemaking and subsequent 
behaviour within a target audience, to achieve and exploit an advantage.”

Note diIIerence between ¶desired sensemDNinJ· here, Yersus ¶erroneous 
sensemDNinJ· in the definition oI deception.  7he definition oI inÁuence is simiODrO\ 
unpDcNed in )iJure 2.

Figure 1 - Unpacking the definition of ‘Deception’

Deliberate measures to induce 
erroneous sensemaking and 
subsequent behaviour within a 
target audience, to achieve and 
exploit an advantage.

'eception is directed 
towDrds D specific, 
identified Dnd bounded 
tDrJet Dudience �which 
mD\ itseOI be seJmented�.

'eception is 
intended to resuOt 
in Dn e[pOoitDbOe 
DdYDntDJe Ior the 
deceiYer.

'eception occurs 
YiD erroneous 
sensemDNinJ � the 
tDrJet·s understDndinJ 
Dbout the worOd is 
Oed to be wronJ.  ,t 
is this Iocus on error 
thDt diIIerentiDtes 
deception Irom reODted 
concepts, such Ds 
coercion, persuDsion, 
etc.

'eception is 
intended to 
resuOt in the 
tDrJet e[hibitinJ 
desired behDYiour.  
2utside oI 
deception Ior 
entertDinment 
purposes, there 
is OittOe point in 
IooOinJ D tDrJet·s 
sensemDNinJ 
iI the\ do not 
subseTuentO\ 
e[hibit desired 
behDYiour thDt is 
beneficiDO to the 
deceiYer.

'eception is brouJht Dbout 
YiD D process oI induction � it 
doesn·t hDppen b\ itseOI.

'eception is intentionDO � \ou 
cDn·t deceiYe b\ Dccident.
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'eception is thereIore D cODss oI inÁuence, Ds depicted in )iJure �.

%oth inYoOYe inÁuencinJ D tDrJet to enJDJe in desired behDYiour, howeYer, 
deception is chDrDcterised specificDOO\ b\ its JenerDtion oI desired behDYiour 
throuJh the induction oI erroneous sensemDNinJ.  ,nÁuencinJ D tDrJet does not 
reTuire thDt its understDndinJ oI the worOd is wronJ.  )or e[DmpOe, D tDrJet mD\ be 
incentiYised to chDnJe its behDYiour b\ receiYinJ D pD\ment.  ,n this cDse, the 
tDrJet hDs been inÁuenced to chDnJe its behDYiour throuJh correctO\ mDNinJ 
sense oI the rewDrd oIIered, Dnd no deception is inYoOYed.

Influence
techniques

Deception
techniques

* 7his definition reIers to inÁuence thDt is conceptuDOised Dnd e[ecuted Ds D deOiberDtiYe strDteJ\ Ior brinJinJ Dbout desired 
behDYiour chDnJe in D tDrJet Dudience.  Note DOso thDt inÁuence may Drise unintentionDOO\, Dnd resuOt in outcomes thDt Dre 
disDdYDntDJeous.  6uch issues shouOd be Dddressed Ds pDrt oI the risN mDnDJement process.

Deliberate* measures to induce 
desired sensemaking and 
subsequent behaviour within a 
target audience, to achieve and 
exploit an advantage.

,nÁuence is intended to 
resuOt in Dn e[pOoitDbOe 
DdYDntDJe Ior the 
inÁuencer.

,nÁuence is 
directed towDrds D 
specific, identified 
Dnd bounded 
tDrJet Dudience 
�which mD\ itseOI 
be seJmented�.

,nÁuence occurs 
YiD inducinJ D 
tDrJet to mDNe 
sense oI the worOd 
in D specific, 
desired wD\.

,nÁuence is 
intended to resuOt 
in the tDrJet 
e[hibitinJ desired 
behDYiour.

,nÁuence is brouJht Dbout YiD D 
process oI induction � it doesn·t 
hDppen b\ itseOI.

,nÁuence is intentionDO � \ou 
cDn·t inÁuence b\ Dccident 
�see Iootnote�.

Figure 2 - Unpacking the definition of ‘Influence’

Figure 3 - 'eception is D cODss oI inÁuence
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The Influence-Deception Principle
All deception involves influence, but not all influence involves deception.

7he notion oI D ¶tDrJet Dudience· hDs DOso been introduced in both oI these 
definitions.  7he term ¶tDrJet· Dnd ¶tDrJet Dudience· Dre used s\non\mousO\ 
throuJhout this hDndbooN, DOthouJh ¶tDrJet· is JenerDOO\ preIerred Ior breYit\. 

A target is:
The actor(s), or system(s) that constitute the aim of an influence or 
deception activity, within which behaviour change is sought.

An inÁuence or deception tDrJet mD\ comprise Dn indiYiduDO, D Jroup, Dn 
orJDnisDtion, D seJment oI D ODrJer popuOous, Dnd potentiDOO\ eYen hiJher OeYeOs 
oI humDn coOOectiYe, such Ds D stDte.  A tDrJet mD\ DOso comprise Dn\ s\stem 
thDt e[hibits some Iorm oI behDYiour, Dnd within which behDYiour chDnJe mD\ be 
souJht, such Ds D computer s\stem, DOJorithm, etc.  An DpproDch to conductinJ 
7DrJet Audience AnDO\sis �7AA� is presented in ¶7DrJet Audience AnDO\sis Ior 
deception· on pDJe �1. 

The goal of deception - Planned Behaviour Change

“Indiana Jones plays no role in the outcome of the story.  If he weren’t 
in the film, it would turn-out exactly the same.”
Am\, 7he %iJ %DnJ 7heor\, 6eDson �, (pisode �, ¶7he 5Diders oI 0inimi]Dtion·

'eception seeNs to chDnJe Iuture outcomes to the benefit oI the deceiYer.  
6pecificDOO\, deception is directed towDrds chDnJinJ D tDrJet·s behDYiour to the 
deceiYer·s DdYDntDJe. 
 
Behaviour comprises:
Any activity that can be seen by an external observer.  

'esired behDYiour chDnJe mD\ inYoOYe wDntinJ the tDrJet to�
1. 6top their current behDYiour.
2. 6tDrt D new behDYiour.
3. 6witch Irom their current behDYiour to D diIIerent new behDYiour.
4. &ontinue D current behDYiour the\ wouOd otherwise stop or chDnJe �i.e. to 

conduct ¶business Ds usuDO·�.
�. Not stDrt D new behDYiour thDt the\ otherwise wouOd.
6. 6peed�up D current behDYiour.
�. 6Oow�down D current behDYiour.



For educational use only

Page 9© Artifice Ltd, 2019. Not to be reproduced without permission

7he Iocus Dnd necessit\ Ior deception to brinJ�Dbout behDYiour chDnJe within D 
tDrJet is cDptured in the ¶,ndiDnD -ones 3rincipOe·, reODtion to the TuotDtion DboYe�

The Indiana Jones Principle
Deception should change the future.  If there is no behavioural change in 
the target resulting from their erroneous sensemaking, the same outcome 
could and would have been achieved by the deceiver doing nothing.

7he necessit\ to Iocus on chDnJinJ the tDrJet·s behDYiour to the deceiYer·s 
DdYDntDJe is DOso reÁected in the ¶&DmiOOD 3rincipOe·, nDmed DIter D hDrd�won 
Oesson OeDrned b\ 'udOe\ &ODrNe in 19�0, Irom his pODnninJ Dnd subseTuent 
e[ecution oI 2perDtion &DmiOOD�

“In the first deception plan I ever tackled I learned a lesson of 
inestimable value.  The scene was Abyssinia... General Wavell 
wanted the Italians to think he was about to attack them from the 
south in order to draw-off forces from those opposing him on the 
northern flank.  The deception went well enough - but the results were 
just the opposite of what Wavell wanted.  The Italians drew back in 
the South, and sent what they could spare from there to reinforce the 
North, which was of course the true British objective.  After that it 
became a creed in ‘A’ Force to ask a General ‘What do you want the 
enemy to do?’ And never ‘What do you want him to think?’  It was 
surprising how difficult they often found it to produce an answer.”
&ODrNe, '. �19�2�.  6ome 3ersonDO 5eÁections on the 3rDctice oI 'eception in the 
0editerrDneDn 7heDtre Irom 19�1 to 19��.  ,n� 0Dster oI 'eception, 'DYid 0ure 
�(ditor�. London� :iOOiDm .imber.  p. 2���2��.

The Camilla Principle
Always focus on what you want the target to do, not just want you want the 
target to think.

,n mDn\ domDins the deceiYer·s behDYiour chDnJe JoDO Ior the tDrJet mD\ be 
Tuite strDiJhtIorwDrd.  )or e[DmpOe, in miOitDr\ deception, the JoDO mD\ be to Jet 
the enem\ to moYe their Iorces to one OocDtion whiOe \ou DttDcN in Dnother.  ,n D 
c\ber phishinJ DttDcN, the JoDO couOd be to Jet the tDrJet to cOicN on D OinN thDt wiOO 
resuOt in mDOwDre �soItwDre thDt compromises the inteJrit\ oI D computer s\stem� 
beinJ instDOOed on their deYice.  And in sport, the JoDO miJht be to IooO the 
opposinJ teDm into depOo\inJ their deIenders to deIend DJDinst the empt\�hDnded 
person thDt is pretendinJ to cDrr\ the bDOO, whiOe the reDO bDOO cDrrier crosses the 
JoDO Oine unopposed.

,n other domDins, the deceiYer·s behDYiour chDnJe JoDO Ior the tDrJet mD\ be 
more subtOe.  2n first considerDtion it mD\ not be obYious Ds to D mDJiciDn·s 
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desired behDYiour chDnJe in Dn Dudience member thDt is wDtchinJ them perIorm 
D mDJic eIIect"  6imiODrO\, whDt behDYiour chDnJe is desired when D person 
heDdinJ out Ior D dDte uses conceDOer mDNeup to coYer up their Dcne"  2ne miJht 
DOso DsN whDt behDYiourDO chDnJe is desired b\ D pDinter thDt seeNs to IooO his 
Dudience throuJh his use oI trompe O·oeiO �Dn iOOusor\ Drtistic techniTue desiJned 
to IooO the obserYer into perceiYinJ pDinted IeDtures Ds e[istinJ in three 
dimensions � such Ds the 1��� worN ¶3ortrDit oI D &DrthusiDn· b\ eDrO\ 
NetherODndish pDinter 3etrus &hristus, thDt incOudes D OiIeOiNe representDtion oI D 
Á\, repOete with shDdow, thDt DppeDrs to be sittinJ on the inner edJe oI the 
pDintinJ·s IrDme�"  ,n eDch oI these cDses it is worth thinNinJ Dbout whDt the 
tDrJet·s immediDte Dnd OonJer�term behDYiour wouOd hDYe been hDd the deception 
IDiOed.  7he spectDtor Dt the mDJic show mD\ not hDYe DppODuded, wouOd probDbO\ 
not hDYe toOd others Dbout the DmD]inJ show he wDs Dt �indeed, he probDbO\ 
wouOd hDYe toOd others how bDd the show wDs iI it didn·t IooO him�, Dnd he wouOd 
probDbO\ not Jo to see the mDJiciDn DJDin ne[t time the\ were in town.  7he other 
person on the dDte �especiDOO\ iI the\ Dre oYerO\ concerned with their prospectiYe 
pDrtner·s DppeDrDnce� mD\ hDYe been Oess DttrDcted to their dDte, couOd 
inDdYertentO\ hDYe stDred Dt their Dcne Dnd mDde them seOI�conscious Dnd Oose 
confidence, the\ mD\ hDYe Áirted Oess with them, Dnd �when combined with their 
dDte·s Ooss oI confidence� deYeOoped Oess rDpport, Dnd Ds D resuOt the\ mD\ hDYe 
decided not to see eDch other DJDin.  And Ior the spectDtor who Yiewed &hristus·s 
pDintinJ, hDd the\ IDiOed to spot �Dnd then reDOised the IDOsehood oI� the Á\ sittinJ 
on the IrDme, the\ mD\ not hDYe e[perienced thDt inner moment oI deOiJht, the\ 
mD\ not hDYe e[citedO\ toOd others Dbout this moment oI personDO discoYer\, Dnd 
the\ mD\ not hDYe been incOined to Neep Dn e\e�out Ior other worNs or e[hibitions 
b\ the sDme Drtist.  7he\ mD\ DOso hDYe decided not to purchDse this pDrticuODr 
worN oI Drt.  ,n DOO oI these cDses, successIuO deception hDs chDnJed the Iuture 
behDYiour oI the tDrJet. 

,n some circumstDnces the deceiYer mD\ wish the tDrJet to enJDJe in behDYiours 
thDt Dre not bDsed on erroneous sensemDNinJ, but thDt neYertheOess OeDd to 
erroneous sensemDNinJ Dnd subseTuent behDYiour chDnJe thDt benefits the 
deceiYer.  )or e[DmpOe, whiOe Dt the rouOette tDbOe D deceiYer mD\ wish to e[pOoit 
her pDrtner·s pre�pODnned Dnd e[ceptionDOO\ weOO�timed snee]e to misdirect the 
croupier·s Dnd other pOD\er·s Dttention, Dnd in thDt moment pODce their chips on 
the winninJ number DIter the bDOO hDs ODnded �Dn iOOeJDO moYe Nnown Ds ¶pDst�
postinJ·�.  7he snee]e chDnJes the behDYiour oI the croupier b\ momentDriO\ 
DttrDctinJ their Dttention towDrds the snee]er�  the croupier·s behDYiour hDs 
thereIore chDnJed, but this chDnJe is not the resuOt oI erroneous sensemDNinJ.  
At this stDJe, the croupier hDs DOso not \et been IooOed. ,t is onO\ Ds D resuOt oI 
the croupier not noticinJ the deceiYer·s iOOeJDO pODcement oI the chips thDt occurs 
D IrDction oI D second DIter the snee]e, Dnd thereIore beOieYinJ thDt the chips 
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hDYe been pODced OeJitimDteO\, thDt the\ erroneousO\ pD\�out the winninJs to the 
deceiYer.  7he croupier·s erroneous sensemDNinJ thereIore resuOts in D chDnJe to 
their behDYiour, Dnd this behDYiour benefits the deceiYer.  6uch issues reJDrdinJ 
cDusDOit\ Dre Dddress in the section ¶0eDsures oI (IIect· on pDJe 91.

Secrets, revelations and surprises

“One should not suspect, let alone detect [the use of deception].”  
6.:. (rdnDse, 7he ([pert Dt the &Drd 7DbOe �(rdnDse, 1902�

7his principOe DppOies to D wide YDriet\ oI deception in which eYen the tDrJet·s 
suspicion reJDrds the mere possibiOit\ oI deception couOd proYe disDstrous to the 
deceiYer, such Ds in under�coYer poOice operDtions, inteOOiJence worN, cheDtinJ in 
D cDsino, etc. +oweYer, in other domDins, this ideD does not necessDriO\ DppO\.  ,n 
the e[DmpOe cited eDrOier oI &hristus·s Á\, the deceiYer obtDined benefit Ds D resuOt 
oI the discoYer\ oI the deception b\ the spectDtor.  ,I the spectDtor hDd seen the 
Á\ but not reDOised thDt it wDs IDOse, the deceiYer wouOd most OiNeO\ not hDYe 
JDined the DdYDntDJe resuOtinJ Irom the deception beinJ discoYered.

,n some cDses, the use oI deception wiOO DOwD\s necessDriO\ inYoOYe D reYeDO.  
:hen D mDJiciDn perIorms D mDJic eIIect, there is DOwD\s some Nind oI reYeDO oI 
Dn impossibOe outcome, thDt Oets the spectDtor Nnow thDt the\ hDYe been 
deceiYed.  ,n mDn\ t\pes oI miOitDr\ deception �Ior e[DmpOe, IooOinJ the enem\ Ds 
to the timinJ or OocDtion oI Dn DttDcN� once the reDO DctiYit\ occurs, the deception 
is reYeDOed Dnd the tDrJet becomes DwDre thDt the\ hDYe been IooOed. ,n both oI 
these instDnces, the reYeODtion oI the deception creDtes surprise.  :hen the tDrJet 
is not DwDre thDt deception is present or hDs occurred, the\ Dre not surprised.

,n some circumstDnces, the deceiYer cDn onO\ JDin DdYDntDJe iI the\ remDin 
coYert Dnd the deception is neYer discoYered� in other circumstDnces, the 
deceiYer cDn onO\ JDin benefit iI the tDrJet reDOises the\ hDYe been IooOed.  And in 
some Iorms oI deception, there is no option but to reYeDO the deception to the 
tDrJet YiD the process oI JDininJ DdYDntDJe. 

Once deception has been discovered, can it be 
repeated?

5eYeODtion oI the use oI deception to the tDrJet mD\ resuOt in the IoOOowinJ 
probOems Ior the deceiYer� D Ooss oI initiDtiYe, reYeODtion oI D coYert cDpDbiOit\, 
creDtinJ Dn e[pectDtion oI Iuture use oI deception in the tDrJet, inducinJ pDrDnoiD 
Dnd suspicion.  +oweYer, Must becDuse the tDrJet Nnows thDt \ou hDYe used 
deception to IooO them preYiousO\, does not meDn thDt \ou cDnnot use deception 
DJDinst the sDme tDrJet DJDin.
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*ood deception wiOO incOude D rDnJe oI methods Ior diYorcinJ method Irom eIIect.  
7his meDns thDt the tDrJet wiOO Nnow thDt the\ hDYe been IooOed, but wiOO not Nnow 
how the\ were IooOed.  0oreoYer, the deceiYer cDn DOso pODnt IDOse cOues thDt wiOO 
OeDd the tDrJet to concOude thDt D diIIerent method hDs been used to DchieYe the 
eIIect.  (Yen iI the tDrJet Nnows e[DctO\ how the\ were IooOed, this creDtes D set oI 
e[pectDtions thDt cDn be e[pOoited, Ior e[DmpOe b\ chDnJinJ�up the method 
throuJh which the sDme eIIect is DchieYed ne[t time.  ,n Dddition, reDO DctiYit\ cDn 
be portrD\ed Ds deceptiYe DctiYit\, e[pOoitinJ Dnd DppDrentO\ confirminJ the 
tDrJet·s suspicions �Dn DctiYit\ Nnown Ds ¶reYerse deception·�.

The Reuse Principle
Revelation of the use of deception to the target does not preclude its future 
use.  However, good deception will always build-in the capability to deceive 
the same target again in the future.

The principles of deception

,n stud\inJ deception Dcross D wide YDriet\ oI diIIerent domDins, such Ds those 
cited Dt the stDrt oI this section, it becomes DppDrent thDt there Dre seYerDO 
common, recurrent Dnd emerJent properties oI deception thDt trDnscend domDin 
Dnd DppOicDtion�

• AOO humDns, irrespectiYe oI DJe, Jender or cuOture, reO\ on the sDme core 
ps\choOoJicDO processes to mDNe sense oI the worOd Dnd JenerDte Dction. 
7hese processes incOude� Dttention, perception, sensemDNinJ, e[pectDtion, 
emotion Dnd behDYiour. AOO Dre prone to error, Dnd to deOiberDte mDnipuODtion.

• &ommon strDteJies Ior mDnipuODtinJ these processes cDn be obserYed 
occurrinJ Dcross diIIerent domDins oI prDctice.

• %oth the ps\choOoJicDO processes identified, Dnd the strDteJies empOo\ed to 
mDnipuODte them, Dre scDODbOe, Dnd their DppOicDtion cDn be obserYed Dt DOO 
OeYeOs Irom indiYiduDO, to Jroup, to orJDnisDtion �Dnd, potentiDOO\ Dt hiJher 
OeYeOs stiOO�.

)rom this IoundDtion, seYen Jeneric, trDnsportDbOe �Dcross domDins�, Dnd 
scDODbOe principOes hDYe been identified thDt proYide D IoundDtion both Ior 
understDndinJ how deception worNs, Dnd Ior desiJninJ eIIectiYe deceptiYe Dction�

1. 'eception is DchieYed throuJh the presentDtion, pODcement Dnd conceDOment 
oI temporDOO\ Dnchored perceptuDO cue seTuences thDt, YiD pDttern 
recoJnition, inÁuence the process oI sensemDNinJ. 

2. &ues enDbOinJ deception cDn occur Dcross sensor\ Iorms Dnd mD\ be 
ph\sicDO or deriYed Irom communicDtions chDnneOs.
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3. A rDnJe oI coJnitiYe, emotiYe, sociDO, Dnd enYironmentDO eYents Dnd 
properties cDn be mDnipuODted to shDpe, constrDin, truncDte or disrupt D 
tDrJet·s pDttern mDtchinJ process to enDbOe deception.

4. ([pectDtions Dre centrDO to beOieI. &DreIuO buiOdinJ, reinIorcement, sDtisIDction 
Dnd YioODtion oI the tDrJet·s e[pectDncies cDn be used to inÁuence erroneous 
beOieI IormuODtion Dnd deYeOopment.

�. 'eception is more successIuO iI it incOudes some Iorm oI emotionDO stress or 
DrousDO, which cDn induce time pressure Dnd interIere with reDsoninJ.

6. 3rincipOes 1�� DppO\ not Must to indiYiduDOs, but DOso to Jroups.
�. 'eception is ethicDOO\ YDOue�neutrDO, Dnd the sDme processes thDt enDbOe 

deception cDn be used Ior mDOeYoOent or beneYoOent purposes.  ,t is thereIore 
the intent behind the deception, the purpose to which deception is put, the 
process thDt is enDcted, Dnd the outcome DrisinJ Irom the use oI deception 
thDt must be subMect to cDreIuO ethicDO scrutin\ Dnd eYDOuDtion.

7hese principOes proYide the IoundDtion Ior D s\stemDtic DpproDch to desiJninJ 
deceptiYe Dction desiJned to IooO others.

The four curses of the influence and deception planner

AOO inÁuence Dnd deception prDctitioners Dre subMect to D rDnJe oI ¶deception 
curses· thDt hDYe been identified oYer the pDst 10 \eDrs oI conductinJ deception 
reseDrch Dnd worNinJ with deception prDctitioners. 6uch curses Dre YirtuDOO\ 
inescDpDbOe, Dnd Dre OiNeO\ to interIere with the conceptuDOisDtion Dnd pODnninJ oI 
deception Dction when the\ ineYitDbO\ Drise. 7he Iour curses Dre�

1. The Curse of Naivety. ´,t·OO neYer worNµ � the inDbiOit\ oI somebod\ who is not 
IDmiOiDr Dnd e[perienced with the ps\choOoJicDO bDsis oI deception to 
understDnd how deception worNs, Dnd whDt it cDn DchieYe. 

2. The Curse of Secret Knowledge. ´7he\·OO neYer IDOO Ior itµ� once \ou Nnow 
how D deceptiYe techniTue worNs \ou cDn no OonJer e[perience the ¶wonder· 
oI seeinJ it Irom D nDiYe position � \ou thus become dismissiYe oI its power 
�eYen iI \ou \ourseOI hDYe been IooOed b\ the techniTue�. 

3. The Curse of Knowledge. ´<ou Jet wh\ this worNs, riJht"µ � Dn inDbiOit\ to 
communicDte successIuOO\ D deceptiYe ideD to someone becDuse \ou cDnnot 
re�e[perience their position oI iJnorDnce Dnd tDNe this conte[t into Dccount 
within \our e[pODnDtion. 

4. The Curse of Guilty Knowledge.  ´,·m hoOdinJ D perIectO\ innocent bo[µ � the 
interIerence oI reDO time doubt in the successIuO enDctment oI the deception� 
oIten DccompDnied b\ oYer�compensDtion Dnd the teOeJrDphinJ oI such doubt 
to the tDrJet.

:hiOst one or more oI these curses wiOO DOwD\s be present in Dn\ deception 
pODnninJ DctiYit\, the curses cDn be mitiJDted DJDinst usinJ D structure DpproDch 
to deception pODnninJ.  7his DpproDch is Nnown Ds ¶7he Artifice 6\stem·.
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An overview of the Artifice System
A JenerDO seTuence Ior desiJninJ deceptiYe Dction is�

1. AnDO\se Dnd operDtionDOise \our mission JoDO, Dnd determine the desired tDrJet 
behDYiour chDnJe �%ehDYiour &hDnJe�.

2. ,dentiI\ how \ou wiOO Dssess whether the deception hDs worNed �0eDsurement 
oI (IIect�.

3. &onduct tDrJet Dudience DnDO\sis to identiI\ YuOnerDbiOities thDt cDn be e[pOoited 
to brinJ Dbout behDYiour chDnJe �7DrJet Audience AnDO\sis�.

4. (stDbOish whether deception is D necessDr\, OeJDO, proportionDte, Dnd ethicDO 
meDns Ior DchieYinJ \our JoDOs �'eception &hecN�.

�. 3ODn \our deceptiYe Dction �'eception 6eYen 4uestions, 'eception *Dmbits, 
,nÁuence 6trDteJies�.

6. 0Dp \our deceptiYe pODn �'eception AnDO\tics� Dnd estDbOish how \ou wiOO 
e[pODin Dnd communicDte \our deceptiYe intent to others.

�. ([ecute the pODn �5eDO 7ime�

%eIore worNinJ throuJh eDch oI these processes in more detDiO, it is first necessDr\ 
to discuss the most IundDmentDO Artifice 6\stem component, on which DOO other 
components depend ² 7he 6i[ %OocN 0odeO, Dddressed in the ne[t chDpter.
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Summary
'eception is DOO Dround us.  ,t e[ists Dt DOO OeYeOs oI OiIe, Irom the microbiDO to the 
JeopoOiticDO, Dnd it conIers Dn eYoOutionDr\ DdYDntDJe to both predDtor Dnd pre\.  ,t 
is defined Ds� ´'eOiberDte meDsures to induce erroneous sensemDNinJ Dnd 
subseTuent behDYiour within D tDrJet Dudience, to DchieYe Dnd e[pOoit Dn 
DdYDntDJe.µ  'eception is D cODss oI inÁuence, Dnd thereIore, DOO deception inYoOYes 
inÁuencinJ, but not DOO inÁuence inYoOYes deceiYinJ.

'eception seeNs to chDnJe Iuture outcomes to the benefit oI the deceiYer.  
6pecificDOO\, deception is directed towDrds chDnJinJ D tDrJet·s behDYiour to the 
deceiYer·s DdYDntDJe.  ,I the tDrJet·s behDYiour does not chDnJe Ds D resuOt oI their 
erroneous sensemDNinJ, the sDme outcome couOd Dnd wouOd hDYe been DchieYed 
b\ the deceiYer doinJ nothinJ.
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“Human beings, 
who are almost 
unique in having 
the ability to 
learn from the 
experience of 
others, are also 
remarkable for 
their apparent 
disinclination to 
do so.”
(Adams & Carwardine, 1990)
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CPD – Continuing 
Professional Development 
for deception practitioners
Introduction
,n humDns, deception is D deepO\ inJrDined sociDO�ps\choOoJicDO strDteJ\, the 
purpose oI which is to JDin DdYDntDJe Ior DttDcNer Dnd�or deIender. 7he use oI 
deception cDn be Iound in fieOds Ds diYerse Ds DdYertisinJ Dnd mDrNetinJ, mDJic, 
prDcticDO MoNes, YerbDO Dnd non�YerbDO communicDtion, poOitics, sociDO enJineerinJ, 
the ps\chic industr\, sport �both Ds D tDctic, Dnd Ds cheDtinJ�, JDmbOinJ, 
finDnciDO IrDud, Dnd mDn\ other domDins. ,n DOO oI these domDins the competitiYe 
DdYDntDJe beOonJs to Dctors who Ddopt Dn DctiYe stDnce towDrds both the threDt 
oI deception Dnd the opportunities thDt it oIIers. 7hDt sDid, �:hDOe\, 200�D� 
DrJues thDt�

“Opportunities to gain experience in deception are limited… ...one 
should not be surprised that so few people throughout history 
manage to become an expert at the deception game… More can be 
learned by studying better experienced deceivers.”
�:hDOe\, 200�D, pp. �1��0�

,n this spirit oI OeDrninJ Irom other deceiYers, it is recommended thDt those 
interested in deYeOopinJ their deceptiYe thinNinJ sNiOO shouOd become more 
h\perDcuitiYe, noticinJ e[DmpOes oI when deception is present in their 
enYironment, Dnd seeNinJ to understDnd Dnd OeDrn Irom such opportunities.

7he IrDmeworNs in this hDndbooN proYide the scDIIoOdinJ Ior buiOdinJ Dnd 
strenJtheninJ \our understDndinJ.  ,t proYides D structure Ior breDNinJ deception 
down into its buiOdinJ bOocNs, Dnd D set oI e[pODnDtions Ior how deception is 
enDcted.  7his understDndinJ cDn be DppOied to Dn\ enYironment in which 
deception occurs.

Developing your influence and deception skills

7o strenJthen \our deception sNiOOs, it is recommended thDt \ou seeN eYer\ 
opportunit\ to understDnd, spot Dnd critiTue the use oI�

• 7he 6i[ %OocN 0odeO.  8se the �%0 Ds D tooO Ior deconstructinJ deception 
into its constituent pDrts. 
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• 'eception *Dmbits Dnd ,nÁuence 6trDteJies.  6ee iI \ou cDn find how these 
strDteJies hDYe been empOo\ed in the cDses \ou Dre considerinJ.

• 6pot Dnd stud\ inÁuence Dnd deception Dcross muOtipOe domDins \ou 
encounter.  'o not Oimit \our stud\ to Must \our domDin oI prDctice.  0DNe D 
point oI stud\inJ deception in other domDins, incOudinJ the wide rDnJe oI 
domDins reIerenced in this hDndbooN

• 6tud\ e[pert inÁuencers Dnd deceiYers in other domDins.  0DNe D point oI 
OeDrninJ Dbout the indiYiduDOs who hDYe become e[perts Dt deception.  +ow 
did the\ become so sNiOIuO"  :here did the\ OeDrn Irom"  :hDt did the\ reDd"  
And who did the\ stud\"

• LinN theor\ to \our prDctice oI deception.  As \ou buiOd \our theoreticDO 
understDndinJ oI deception, seeN to DppO\ it to \our proIessionDO prDctice.  
8se the theor\ to Juide \our prDctice, Dnd use \our prDctice to e[pDnd Dnd 
deYeOop \our theor\.

Summary
2pportunities to enhDnce \our deceptiYe thinNinJ Dre DOO Dround \ou, iI \ou Must 
Neep \our e\es open.  Ne[t time \ou Yisit D supermDrNet, reDd Dn DdYertisement, 
wDtch D poOiticiDn beinJ interYiewed, obserYe D mDJic eIIect, or Yisit the ]oo, tDNe 
the opportunit\ to enhDnce \our understDndinJ Dbout deception.

Visit www.artifice.co.uk to explore our range of 
professional courses that comprehensively support 
deception and influence practitioners operating in 
adversarial contexts.
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