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Foreword

This handbook is intended to help practitioners that have a professional
requirement to fool others to be more effective in their jobs. Used in conjunction
with the Artifice course programme, the handbook seeks to empower its readers
to become better at ‘deceptive thinking’, enabling them to out-think, intellectually
out-gun, and out-manoeuvre their targets in highly adversarial settings. It
represents thinking accumulated over the course of nearly fifteen years of
research into the fundamental nature of deception, many years spent supporting
deception practitioners across a range of organisations, and a lifelong passion for
magic, confidence tricks, and other means for deceiving.

The handbook is deliberately light on theory, and heavy on practice. It is intended
to provide a practical means for designing deceptive action that works. For those
readers that do want more of the background, the handbook also supplies many
references to other work that explains more about how deception works, and the
methods used for fooling others in many other domains of application.

The principles and processes described in the handbook transcend domain,
application, and hierarchy. This means that the methods can be applied to the
design of any form of deceptive action, to fool any type of target (from individual
to organisation) within any domain of application. These methods can be used
by anybody that needs to design any form of deception - from undercover
police officers, military planners, intelligence staffs, advertisers and marketers,
fiction writers, theatre designers, magicians, etc., and also by counter-deception
practitioners, including police officers, intelligence staff, security personnel,
cyber defence staff, customs and anti-smuggling staff, store owners, anti-fraud
personnel, etc.

A key consideration in writing a book about deception is the potential use to which
these ideas may be put. The book therefore addresses as a primary concern

the ethics of deception, illustrating some of the many benevolent applications

of deception. It also discusses the means by which deception can be detected
and defeated (this topic will be addressed in more detail in a later handbook)
together with the means by which the principles in this handbook can be used in
a ‘poacher turned gamekeeper’ mode to support counter-deception. Finally, this
handbook provides tools that can help practitioners to develop their deceptive
thinking skills throughout their careers.

Simon Henderson
March 2019
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“To be human
IS to cheat
and be cheated.”

Bell and Whaley (1982)
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Laying the foundation

Introduction

Deception is all around us. It exists at all levels of life, from the microbial to the
global-geopolitical, and it confers an evolutionary advantage to both predator and
prey. In the short term, deception increases gain, or minimises loss. In the
longer-term it confers evolutionary advantage by increasing the chances of
survival, maturation and reproduction. Deception is hard-wired into each and
every one of us. It can be used benevolently to do wonderful good, as well as
malevolently to do incredible harm. Effective deceptive action often has a
simplicity, elegance and an almost aesthetic quality of beauty to it. Yet at the
same time, by its very nature, deception is not obvious, it is surprising, and the
means by which it works is often extremely counter-intuitive. These
characteristics can make deception difficult to study, understand and enact.

The intracellular parasitic protozoa Leishmania (sometimes referred to as a
‘flesh-eating disease’) uses multiple forms of deception to survive and reproduce.
Initially, dead parasites expose a molecule that supports the entry of live parasites
into cells, thereby evading the host’s immune responses and avoiding detection.
Once the parasite has entered a host cell, it releases a molecule that prevents the
cell from responding to an ‘aging trigger’ molecule, thereby increasing the cell’s
lifespan so that it can complete its lifecycle (Cecalio, Perez-Cabezas, Santarem,
Maciel, Rodrigues, & Cordeiro da Silva, 2014; Knodler, Celli, & Finlay, 2001).

A wide variety of different plant-based deception occurs, including the use of
scent mimicry to attract and predate on insects, such as the western skunk
cabbage that mimics the scent of a skunk to attract insects (Broderbauer, Diaz, &
Weber, 2012). Visual mimicry can be used to simulate a sexually attractive insect,
such as the bee orchid that attracts other insects to mate and facilitate pollination
(Jersakova, Johnson, & Kindlimann, 2006; Paulus, 2006; Scopece, Musacchio,
Widmer, & Cozzolino, 2007; Streinzer, Ellis, Paulus, & Spaethe, 2010; Streinzer,
Paulus, & Spaethe, 2009; Vereecken, 2009). And as a defensive measure, some
benign plants mimic other plants that are poisonous or sting, including the dead
nettle which resembles a real nettle to deter predators from attacking or eating it
(Lev-Yadun, 2016; Schaffner, 1910).

Deception is widespread in the animal kingdom, and can be seen across all phyla.
Deception may be visual, including various forms of camouflage or mimicry, such
as a bird that displays a simulated broken wing to lure a predator away from its
ground-nestling chicks (Hiller, 1989). Some animals, such as drongos use false
alarm calls to scare other species away from food that they then steal (Flower,
Gribble, & Ridley, 2014). And shortly before they become highly vulnerable as a
result of moulting, Mantis Shrimps will physically threaten other Mantis Shrimps to
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establish a reputation for aggression, which they then capitalise on by maintaining
bluff threat displays before their exoskeletons have hardened (Adams & Caldwell,
1990).

In humans, children learn to lie at an early age (Evans & Lee, 2013; Sinclair,
1996). However, the transition from being a poor liar to a better liar reflects
development of the capacity for imagining the world from another person’s (i.e.
the target’s) perspective, a process known as ‘theory of mind’. This phase of
development marks a key stage in a child’s acquisition of higher-level cognitive
reasoning skills (Ding, Wellman, Wang, Fu, & Lee, 2015; Spence, Hunter, Farrow,
Green, Leung, Hughes, & Ganesan, 2004). Studies have also shown a positive
link in young children’s ability to deceive, and their subsequent academic
development (Evans & Lee, 2011; Lee & Ross, 1997) and a related relationship
between deceptive ability and brain size has also been identified in primates
(Byrne & Corp, 2004).

There exists a significant industry built around the purported (if scientifically
questionable) ability to detect lying in humans, often linked to a range of claimed
enabling technologies, from the polygraph (which uses heart-rate analysis,
galvanic skin response, respiration patterns, and other analysis), micro-gesture
detection and analysis, speech pattern analysis, through to functional magnetic
resonance imaging (Ekman, 1985; National Research Council Committee to
Review the Scientific Evidence on the Polygraph, 2003).

Deception enables the practice of social engineering, in which a fragment of
information obtained about an organisation (for example, the name of an
employee) is used to manipulate employees within that company in an iterative
and escalatory cycle to gain increasing levels of information, privilege and access
(Long, 2008; Mitnick & Simon, 2002).

Deception similarly facilitates many different forms of scam and confidence trick,
in which a mark’s confidence and trust is first gained, and then exploited by a
swindler, usually resulting in a loss of money or goods (Lovell, 1996; Stajano &
Wilson, 2009).

Deception permeates advertising and marketing, giving rise to phenomena such
as brand mimicry, misleading packaging and labelling, advertising that targets
children in the form of free online games (known as ‘advergames’) and apparent
low-budget parody adverts produced as tributes by a product’s fans, that in fact
have been commissioned from large marketing firms - a genre of advertising
known as ‘sub-viral’ (Boush, Friestad, & Wright, 2009; Shrum, Liu, Nespoli, &
Lowrey, 2012).

Deception exists in sport, both as an inherent and legitimate tactic (e.g. a boxer
throwing a feint, or trick plays that utilises mimicry and misdirection such as the
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‘Statue of Liberty’ play in American Football) and also in the form of cheating,
such as covert doping or manipulation of equipment (Morris, 2013; Pfleegor &
Roesenberg, 2013).

Within the psychic industry, books teach manipulative linguistic strategies that
enable a purported psychic to pass on messages that are so personal and so
accurate that they can only (apparently) have been passed-on directly from a
dead relative (Hyman, 1977; Rowland, 2008).

The field of magic and conjuring exploits deception to fool audiences for
entertainment, and while there are limits to the generalisability of magic,
magicians are one of the few classes of deceiver that actively document their
methods, and magic books contain a wealth of information about how people are
fooled (Lamont & Wiseman, 2005; Macknik, Martinez-Conde, & Blakeslee, 2011).

Deception enables many different forms of cheating in the context of gambling,
from physical and psychological moves designed to misdirect a croupier from an
exchange of low-value chips for high-value chips during a game of roulette, to
reprogramming a casino’s gaming computer to erroneously print winning pay-out
slips (BBC, 2010; Marcus, 2005; Ortiz, 1984). Deception is also used within
gambling as an acknowledged and legitimate tactic, such as the use of bluffing in
poker (Palomaki, Yan, & Laakasuo, 2016).

There exists an extremely long and rich history of deception as a military strategy,
to enable surprise, simulate increased force size, and confuse the enemy as to
real capabilities or intentions (Tzu, 500 B.C.; Whaley, 2007).

Deception occurs in music, where a listener’s expectations about the progression
of a chord sequence may be deliberately set-up, and then unexpectedly violated
using an irregular resolution to create surprise and interest (a dominant to
superdominant chord progression known as a ‘deceptive cadence’) (Foote &
Spalding, 1905, pp. 68-69).

The world of art employs deception to surprise, delight, frustrate, confront and
confound observers and participants. Trompe-I'ceil (French for “deceive the eye”)
employs photo-realistic optical illusions to fool viewers into believing momentarily
that they are viewing real three-dimensional objects, such as a door or a window
painted onto a wall, or a figure in a painting that appears to extend beyond the
painting’s frame (Kubovy & Tyler). Performance artists may also stage events
such as pranks, protests or other forms of public or corporate intervention, without
the unwitting participants involved being aware as to the real identify of the artist,
or that they themselves are participating in a work of art (Reeves-Evison, 2016).
And deception is rife in art fraud, in which the works of great artists are
painstakingly and accurately falsified with the intent to fool expert authenticators,
auctioneers and bidders (Hebborn, 2004).

© Artifice Ltd, 2019. Not to be reproduced without permission Page 3



For educational use only

The authors of works of fiction often deliberately manipulate and deceive their
readers. Storylines plant explicit or implicit clues designed to shape the reader’s
sensemaking and expectations as to whodunit, only to confound these with the
sudden twist at the story’s conclusion as to who really did it (Shipley, 1953).

Special effects designers employ deception to create false but convincing visual
representations of real world or imaginary activities that are too expensive, t0o
risky, or too technically prohibitive to do for real. And realistic special effects
capabilities are also enabling other deceptive activities, such as hiding a
perpetrator’s real identity during a bank robbery (Sanders, Ueda, Minemoto,
Noyes, Yoshikawa, & Jenkins, 2017).

And as cyberspace and cyber conflict continues to develop apace, new
capabilities and new forms of deception are emerging that rely on the ability to
create, manipulate and exploit behavioural residue, exploit anonymity, automation
and permutation, and achieve global reach and massive asymmetry. Such
capabilities have given rise to exotic terminology including ‘astroturfing’ (the
creation of artificial grass roots support), ‘sock-puppeting’ (the creation of one or
more online personas to engineer false dialogue) and ‘googlewashing’ (changing
the apparent meaning or significance of a search term by pushing specific results
up the rank ordering and causing the original results to appear lower-down in the
ranking). See Lee (2010); Livingston (2005); Orlowski (2003); Solorio, Hasan,
and Mizan (2013); Stajano and Wilson (2009); Zibreg (2013).

From this long list of domains one can begin to appreciate the vast range of
applications in which deception is practiced to fool a target and create some kind
of advantage for the deceiver. And it is worth bearing in mind that the domains
discussed here barely begin to scratch the surface of the totality of settings in
which deception is utilised. But what links these examples together? What are
the common threads? How can one begin to relate the deceptive mechanisms
used by Leishmania to the deceptive strategies used in sockpuppeting? How can
deception as practiced on the sports field help us make better sense of deception
when it is used to cheat at the roulette table? And how can the study of deception
within these domains assist a practitioner that needs to deceive others in an
entirely unrelated domain?

An important foundation for answering these questions is to first define our terms!

Page 4
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Defining key terms

The Oxford Dictionary of English (Oxford English Dictionary, 2016) defines
deception as:

“[To] deliberately cause (someone) to believe something that is not true,
especially for personal gain.”

This definition, which is typical of those derived from dictionaries, falls short in
several respects. First, it implies that truth or falsehood is a binary either-or state,
and does not, for example, address varying degrees of truth, or the case in which
parts of a situation are true, while other parts are false. Second, the definition
does not cater for situations in which one wishes a target to not believe a situation
that is true; the definition therefore fails to cater for situations in which reality is
being hidden or actors are operating covertly. Third, it is entirely feasible to
deceive a target without telling any lies whatsoever, indeed the truth itself can be
structured and presented to deceive (a process sometimes referred to as
‘paltering’).

Other definitions fair somewhat better. For example, current UK deception
doctrine, JDP 3-80.1 (DCDC, 2007) defines deception as:

“Deliberate measures that manipulate the perceptions and condition the
behaviour of the adversary, in order to achieve and exploit an advantage.”

While this definition introduces psychological processes and their manipulation
(perception, behaviour, manipulation and conditioning) close inspection reveals
that it is not specific to deception; indeed, it could just as well be a definition for
‘influence’.

Another common component of definitions of deception is that the action of the
target is often specified as being prejudicial to their interests. For example, the
US Department of Defense Dictionary of Military and Associated Terms (Staff,
2007) defines deception as:

“Those measures designed to mislead the enemy by manipulation,
distortion, or falsification of evidence to induce the enemy to react in a
manner prejudicial to the enemy’s interests.”

While this definition is recognisably military and adversarial in nature, it does not
constitute an adequate basis for a definition of deception in general, as there are
many instances in which deception is used for benevolent purposes that are not
prejudicial to the target’s interests. For example, a medicine may be flavoured to
fool a patient’s sense of taste into finding it palatable, in order that he can ingest it
to receive its benefits.
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A new definition is hereby proposed, a definition that seeks to address these
concerns, and sets the notion of deception against a more contemporary
psychological foundation (Henderson, 2011):

Deception:
“Deliberate measures to induce erroneous sensemaking and subsequent
behaviour within a target audience, to achieve and exploit an advantage.”

A key component of this definition relates to the notion of ‘erroneous
sensemaking’; that is, some aspect of the target’s understanding of the world is
deliberately led to be wrong, or in error. It is this focus on error that differentiates
deception from other related concepts, such as influence, persuasion or coercion,
etc., and indeed influence more broadly. The notion of sensemaking will be
addressed later in the paper, as a fundamental building block of deception.
Figure 1 unpacks this definition and explains its different components.

s ~ . - Deception is brought about

Deception occurs Deception is intentional - you via a process of induction - it

via erroneous can'’t deceive by accident. doesn't happen by itself.
sensemaking - the [

targets understanding | Paljberate measures to induce

. D tion i
et [—€rroneous sensemaking and | mendedto

e ereates ea | SUDSEquUent behaviour within @ | taget exniviing

concep ts, such as . .; desired behaviour.

coercion, persuasion target audience, to achieve and | ousieof

etc P ' A deception for

o J/ exploit an advantage. entertainment
purposes, there

is little point in

fooling a target’s

Deception is i
Deception is directed intended to result ﬁ?ﬂgiﬂzkﬁ;‘?
towards a specific, in an exploitable subsequently
identified and bounded advantage for the exhibit desired

target audience (which deceiver.

may itself be segmented). behaviour that is

beneficial to the
deceiver.

Figure 1 - Unpacking the definition of ‘Deception’

This definition differentiates deception from influence via the inclusion of
erroneous sensemaking. Turning to a definition of influence:

Influence:
“Deliberate measures to induce desired sensemaking and subsequent
behaviour within a target audience, to achieve and exploit an advantage.”

Note difference between ‘desired sensemaking’ here, versus ‘erroneous
sensemaking’ in the definition of deception. The definition of influence is similarly
unpacked in Figure 2.
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Influe_nce is intentiona_l - you Influence is brought about via a
can't influence by accident process of induction - it doesn't
(see footnote). happen by itself.
4 A | l
. * .
nflence ocours Deliberate* measures to induce
target to make i i
targetto make desired sensemaking and
in a specific, i ithi Influence is
desired way. su bseque!‘lt w WIth Ina intended to result
target audience, to achieve and I the targe! red
e exploit an advantage. behaviour.
Influence is
directed towards a |
szct')f"” |gegt|fled Influence is intended to
and bounde result in an exploitable
target audience advantage for the
(which may itself influencer.
be segmented). )

* This definition refers to influence that is conceptualised and executed as a deliberative strategy for bringing about desired
behaviour change in a target audience. Note also that influence may arise unintentionally, and result in outcomes that are
disadvantageous. Such issues should be addressed as part of the risk management process.

Figure 2 - Unpacking the definition of ‘Influence’

Deception is therefore a class of influence, as depicted in Figure 3.

Influence
techniques

Deception
techniques

Figure 3 - Deception is a class of influence

Both involve influencing a target to engage in desired behaviour, however,
deception is characterised specifically by its generation of desired behaviour
through the induction of erroneous sensemaking. Influencing a target does not
require that its understanding of the world is wrong. For example, a target may be
incentivised to change its behaviour by receiving a payment. In this case, the
target has been influenced to change its behaviour through correctly making
sense of the reward offered, and no deception is involved.

© Artifice Ltd, 2019. Not to be reproduced without permission Page 7



For educational use only

The Influence-Deception Principle
All deception involves influence, but not all influence involves deception.

The notion of a ‘target audience’ has also been introduced in both of these
definitions. The term ‘target’ and ‘target audience’ are used synonymously
throughout this handbook, although ‘target’ is generally preferred for brevity.

A targetis:
The actor(s), or system(s) that constitute the aim of an influence or
deception activity, within which behaviour change is sought.

An influence or deception target may comprise an individual, a group, an
organisation, a segment of a larger populous, and potentially even higher levels
of human collective, such as a state. A target may also comprise any system
that exhibits some form of behaviour, and within which behaviour change may be
sought, such as a computer system, algorithm, etc. An approach to conducting
Target Audience Analysis (TAA) is presented in ‘Target Audience Analysis for
deception’ on page 61.

The goal of deception - Planned Behaviour Change

“Indiana Jones plays no role in the outcome of the story. If he weren't
in the film, it would turn-out exactly the same.”
Amy, The Big Bang Theory, Season 7, Episode 4, ‘The Raiders of Minimization’

Deception seeks to change future outcomes to the benefit of the deceiver.
Specifically, deception is directed towards changing a target’s behaviour to the
deceiver’s advantage.

Behaviour comprises:
Any activity that can be seen by an external observer.

Desired behaviour change may involve wanting the target to:

1. Stop their current behaviour.

2. Start a new behaviour.

3. Switch from their current behaviour to a different new behaviour.

4. Continue a current behaviour they would otherwise stop or change (i.e. to
conduct ‘business as usual’).

Not start a new behaviour that they otherwise would.

Speed-up a current behaviour.

7. Slow-down a current behaviour.

o o
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The focus and necessity for deception to bring-about behaviour change within a
target is captured in the ‘Indiana Jones Principle’, relation to the quotation above:

The Indiana Jones Principle

Deception should change the future. If there is no behavioural change in
the target resulting from their erroneous sensemaking, the same outcome
could and would have been achieved by the deceiver doing nothing.

The necessity to focus on changing the target’s behaviour to the deceiver’s
advantage is also reflected in the ‘Camilla Principle’, named after a hard-won
lesson learned by Dudley Clarke in 1940, from his planning and subsequent
execution of Operation Camilla:

“In the first deception plan | ever tackled | learned a lesson of
inestimable value. The scene was Abyssinia... General Wavell
wanted the Italians to think he was about to attack them from the
south in order to draw-off forces from those opposing him on the
northern flank. The deception went well enough - but the results were
just the opposite of what Wavell wanted. The Italians drew back in
the South, and sent what they could spare from there to reinforce the
North, which was of course the true British objective. After that it
became a creed in ‘A’ Force to ask a General ‘What do you want the
enemy to do?’ And never ‘What do you want him to think?’ It was
surprising how difficult they often found it to produce an answer.”
Clarke, D. (1972). Some Personal Reflections on the Practice of Deception in the
Mediterranean Theatre from 1941 to 1945. In: Master of Deception, David Mure
(Editor). London: William Kimber. p. 273-275.

The Camilla Principle
Always focus on what you want the target to do, not just want you want the
target to think.

In many domains the deceiver’s behaviour change goal for the target may be
quite straightforward. For example, in military deception, the goal may be to get
the enemy to move their forces to one location while you attack in another. In a
cyber phishing attack, the goal could be to get the target to click on a link that will
result in malware (software that compromises the integrity of a computer system)
being installed on their device. And in sport, the goal might be to fool the
opposing team into deploying their defenders to defend against the empty-handed
person that is pretending to carry the ball, while the real ball carrier crosses the
goal line unopposed.

In other domains, the deceiver’s behaviour change goal for the target may be
more subtle. On first consideration it may not be obvious as to a magician’s
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desired behaviour change in an audience member that is watching them perform
a magic effect? Similarly, what behaviour change is desired when a person
heading out for a date uses concealer makeup to cover up their acne? One might
also ask what behavioural change is desired by a painter that seeks to fool his
audience through his use of trompe I'oeil (an illusory artistic technique designed
to fool the observer into perceiving painted features as existing in three
dimensions - such as the 1446 work ‘Portrait of a Carthusian’ by early
Netherlandish painter Petrus Christus, that includes a lifelike representation of a
fly, replete with shadow, that appears to be sitting on the inner edge of the
painting’s frame)? In each of these cases it is worth thinking about what the
target’s immediate and longer-term behaviour would have been had the deception
failed. The spectator at the magic show may not have applauded, would probably
not have told others about the amazing show he was at (indeed, he probably
would have told others how bad the show was if it didn’t fool him), and he would
probably not go to see the magician again next time they were in town. The other
person on the date (especially if they are overly concerned with their prospective
partner’s appearance) may have been less attracted to their date, could
inadvertently have stared at their acne and made them self-conscious and lose
confidence, they may have flirted less with them, and (when combined with their
date’s loss of confidence) developed less rapport, and as a result they may have
decided not to see each other again. And for the spectator who viewed Christus’s
painting, had they failed to spot (and then realised the falsehood of) the fly sitting
on the frame, they may not have experienced that inner moment of delight, they
may not have excitedly told others about this moment of personal discovery, and
they may not have been inclined to keep an eye-out for other works or exhibitions
by the same artist. They may also have decided not to purchase this particular
work of art. In all of these cases, successful deception has changed the future
behaviour of the target.

In some circumstances the deceiver may wish the target to engage in behaviours
that are not based on erroneous sensemaking, but that nevertheless lead to
erroneous sensemaking and subsequent behaviour change that benefits the
deceiver. For example, while at the roulette table a deceiver may wish to exploit
her partner’s pre-planned and exceptionally well-timed sneeze to misdirect the
croupier’s and other player’s attention, and in that moment place their chips on
the winning number after the ball has landed (an illegal move known as ‘past-
posting’). The sneeze changes the behaviour of the croupier by momentarily
attracting their attention towards the sneezer; the croupier’s behaviour has
therefore changed, but this change is not the result of erroneous sensemaking.
At this stage, the croupier has also not yet been fooled. It is only as a result of
the croupier not noticing the deceiver’s illegal placement of the chips that occurs
a fraction of a second after the sneeze, and therefore believing that the chips
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have been placed legitimately, that they erroneously pay-out the winnings to the
deceiver. The croupier’s erroneous sensemaking therefore results in a change to
their behaviour, and this behaviour benefits the deceiver. Such issues regarding
causality are address in the section ‘Measures of Effect’ on page 91.

Secrets, revelations and surprises

“One should not suspect, let alone detect [the use of deception].”
S.W. Erdnase, The Expert at the Card Table (Erdnase, 1902)

This principle applies to a wide variety of deception in which even the target’s
suspicion regards the mere possibility of deception could prove disastrous to the
deceiver, such as in under-cover police operations, intelligence work, cheating in
a casino, etc. However, in other domains, this idea does not necessarily apply. In
the example cited earlier of Christus’s fly, the deceiver obtained benefit as a result
of the discovery of the deception by the spectator. If the spectator had seen the
fly but not realised that it was false, the deceiver would most likely not have
gained the advantage resulting from the deception being discovered.

In some cases, the use of deception will always necessarily involve a reveal.
When a magician performs a magic effect, there is always some kind of reveal of
an impossible outcome, that lets the spectator know that they have been
deceived. In many types of military deception (for example, fooling the enemy as
to the timing or location of an attack) once the real activity occurs, the deception
is revealed and the target becomes aware that they have been fooled. In both of
these instances, the revelation of the deception creates surprise. When the target
is not aware that deception is present or has occurred, they are not surprised.

In some circumstances, the deceiver can only gain advantage if they remain
covert and the deception is never discovered; in other circumstances, the
deceiver can only gain benefit if the target realises they have been fooled. And in
some forms of deception, there is no option but to reveal the deception to the
target via the process of gaining advantage.

Once deception has been discovered, can it be
repeated?

Revelation of the use of deception to the target may result in the following
problems for the deceiver: a loss of initiative, revelation of a covert capability,
creating an expectation of future use of deception in the target, inducing paranoia
and suspicion. However, just because the target knows that you have used
deception to fool them previously, does not mean that you cannot use deception
against the same target again.
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Good deception will include a range of methods for divorcing method from effect.
This means that the target will know that they have been fooled, but will not know
how they were fooled. Moreover, the deceiver can also plant false clues that will
lead the target to conclude that a different method has been used to achieve the
effect. Even if the target knows exactly how they were fooled, this creates a set of
expectations that can be exploited, for example by changing-up the method
through which the same effect is achieved next time. In addition, real activity can
be portrayed as deceptive activity, exploiting and apparently confirming the
target’s suspicions (an activity known as ‘reverse deception’).

The Reuse Principle

Revelation of the use of deception to the target does not preclude its future
use. However, good deception will always build-in the capability to deceive
the same target again in the future.

The principles of deception

In studying deception across a wide variety of different domains, such as those
cited at the start of this section, it becomes apparent that there are several
common, recurrent and emergent properties of deception that transcend domain
and application:

« All humans, irrespective of age, gender or culture, rely on the same core
psychological processes to make sense of the world and generate action.
These processes include: attention, perception, sensemaking, expectation,
emotion and behaviour. All are prone to error, and to deliberate manipulation.

«  Common strategies for manipulating these processes can be observed
occurring across different domains of practice.

+  Both the psychological processes identified, and the strategies employed to
manipulate them, are scalable, and their application can be observed at all
levels from individual, to group, to organisation (and, potentially at higher
levels still).

From this foundation, seven generic, transportable (across domains), and
scalable principles have been identified that provide a foundation both for
understanding how deception works, and for designing effective deceptive action:

1. Deception is achieved through the presentation, placement and concealment
of temporally anchored perceptual cue sequences that, via pattern
recognition, influence the process of sensemaking.

2. Cues enabling deception can occur across sensory forms and may be
physical or derived from communications channels.
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3. Arange of cognitive, emotive, social, and environmental events and
properties can be manipulated to shape, constrain, truncate or disrupt a
target’s pattern matching process to enable deception.

4. Expectations are central to belief. Careful building, reinforcement, satisfaction
and violation of the target’s expectancies can be used to influence erroneous
belief formulation and development.

5. Deception is more successful if it includes some form of emotional stress or
arousal, which can induce time pressure and interfere with reasoning.

6. Principles 1-5 apply not just to individuals, but also to groups.

7. Deception is ethically value-neutral, and the same processes that enable
deception can be used for malevolent or benevolent purposes. It is therefore
the intent behind the deception, the purpose to which deception is put, the
process that is enacted, and the outcome arising from the use of deception
that must be subject to careful ethical scrutiny and evaluation.

These principles provide the foundation for a systematic approach to designing
deceptive action designed to fool others.

The four curses of the influence and deception planner

All influence and deception practitioners are subject to a range of ‘deception
curses’ that have been identified over the past 10 years of conducting deception
research and working with deception practitioners. Such curses are virtually
inescapable, and are likely to interfere with the conceptualisation and planning of
deception action when they inevitably arise. The four curses are:

1. The Curse of Naivety. “It’ll never work” - the inability of somebody who is not
familiar and experienced with the psychological basis of deception to
understand how deception works, and what it can achieve.

2. The Curse of Secret Knowledge. “They’ll never fall for it’- once you know
how a deceptive technique works you can no longer experience the ‘wonder’
of seeing it from a naive position - you thus become dismissive of its power
(even if you yourself have been fooled by the technique).

3. The Curse of Knowledge. “You get why this works, right?” - an inability to
communicate successfully a deceptive idea to someone because you cannot
re-experience their position of ignorance and take this context into account
within your explanation.

4. The Curse of Guilty Knowledge. “I'm holding a perfectly innocent box” - the
interference of real time doubt in the successful enactment of the deception;
often accompanied by over-compensation and the telegraphing of such doubt
to the target.

Whilst one or more of these curses will always be present in any deception
planning activity, the curses can be mitigated against using a structure approach
to deception planning. This approach is known as ‘The Artifice System’.
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An overview of the Artifice System
A general sequence for designing deceptive action is:

1. Analyse and operationalise your mission goal, and determine the desired target
behaviour change (Behaviour Change).

2. ldentify how you will assess whether the deception has worked (Measurement
of Effect).

3. Conduct target audience analysis to identify vulnerabilities that can be exploited
to bring about behaviour change (Target Audience Analysis).

4. Establish whether deception is a necessary, legal, proportionate, and ethical
means for achieving your goals (Deception Check).

5. Plan your deceptive action (Deception Seven Questions, Deception Gambits,
Influence Strategies).

6. Map your deceptive plan (Deception Analytics) and establish how you will
explain and communicate your deceptive intent to others.

7. Execute the plan (Real Time)

Before working through each of these processes in more detalil, it is first necessary
to discuss the most fundamental Artifice System component, on which all other
components depend — The Six Block Model, addressed in the next chapter.

Page 14
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Summary

Deception is all around us. It exists at all levels of life, from the microbial to the
geopolitical, and it confers an evolutionary advantage to both predator and prey. It
is defined as: “Deliberate measures to induce erroneous sensemaking and
subsequent behaviour within a target audience, to achieve and exploit an
advantage.” Deception is a class of influence, and therefore, all deception involves
influencing, but not all influence involves deceiving.

Deception seeks to change future outcomes to the benefit of the deceiver.
Specifically, deception is directed towards changing a target’s behaviour to the
deceiver’s advantage. If the target’s behaviour does not change as a result of their
erroneous sensemaking, the same outcome could and would have been achieved
by the deceiver doing nothing.
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CPD - Continuing
Professional Development
for deception practitioners

Introduction

In humans, deception is a deeply ingrained social-psychological strategy, the
purpose of which is to gain advantage for attacker and/or defender. The use of
deception can be found in fields as diverse as advertising and marketing, magic,
practical jokes, verbal and non-verbal communication, politics, social engineering,
the psychic industry, sport (both as a tactic, and as cheating), gambling,

financial fraud, and many other domains. In all of these domains the competitive
advantage belongs to actors who adopt an active stance towards both the threat
of deception and the opportunities that it offers. That said, (Whaley, 2006a)
argues that:

“Opportunities to gain experience in deception are limited... ...one
should not be surprised that so few people throughout history
manage to become an expert at the deception game... More can be
learned by studying better experienced deceivers.”

(Whaley, 20064, pp. 31-50)

In this spirit of learning from other deceivers, it is recommended that those
interested in developing their deceptive thinking skill should become more
hyperacuitive, noticing examples of when deception is present in their
environment, and seeking to understand and learn from such opportunities.

The frameworks in this handbook provide the scaffolding for building and
strengthening your understanding. It provides a structure for breaking deception
down into its building blocks, and a set of explanations for how deception is
enacted. This understanding can be applied to any environment in which
deception occurs.

Developing your influence and deception skills

To strengthen your deception skills, it is recommended that you seek every
opportunity to understand, spot and critique the use of:

The Six Block Model. Use the 6BM as a tool for deconstructing deception
into its constituent parts.

© Artifice Ltd, 2019. Not to be reproduced without permission Page 151



For educational use only

Deception Gambits and Influence Strategies. See if you can find how these
strategies have been employed in the cases you are considering.

Spot and study influence and deception across multiple domains you
encounter. Do not limit your study to just your domain of practice. Make a
point of studying deception in other domains, including the wide range of
domains referenced in this handbook

Study expert influencers and deceivers in other domains. Make a point of
learning about the individuals who have become experts at deception. How
did they become so skilful? Where did they learn from? What did they read?
And who did they study?

Link theory to your practice of deception. As you build your theoretical
understanding of deception, seek to apply it to your professional practice.
Use the theory to guide your practice, and use your practice to expand and
develop your theory.

Summary

Opportunities to enhance your deceptive thinking are all around you, if you just
keep your eyes open. Next time you visit a supermarket, read an advertisement,
watch a politician being interviewed, observe a magic effect, or visit the zoo, take
the opportunity to enhance your understanding about deception.

Visit www.artifice.co.uk to explore our range of
professional courses that comprehensively support
deception and influence practitioners operating in
adversarial contexts.
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