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Foreword
his h ndboo  is intended to he p pr ctitioners th t h e  pro ession  

re uirement to oo  others to be more e ecti e in their obs.  sed in con unction 
with the Artifice course pro r mme, the h ndboo  see s to empower its re ders 
to become better t decepti e thin in , en b in  them to out thin , inte ectu  
out un, nd out m noeu re their t r ets in hi h  d ers ri  settin s.  t 
represents thin in  ccumu ted o er the course o  ne r  fi teen e rs o  
rese rch into the und ment  n ture o  deception, m n  e rs spent supportin  
deception pr ctitioners cross  r n e o  or nis tions, nd  i e on  p ssion or 
m ic, confidence tric s, nd other me ns or decei in . 

he h ndboo  is de iber te  i ht on theor , nd he  on pr ctice.  t is intended 
to pro ide  pr ctic  me ns or desi nin  decepti e ction th t wor s.  or those 
re ders th t do w nt more o  the b c round, the h ndboo  so supp ies m n  
re erences to other wor  th t e p ins more bout how deception wor s, nd the 
methods used or oo in  others in m n  other dom ins o  pp ic tion.

he princip es nd processes described in the h ndboo  tr nscend dom in, 
pp ic tion, nd hier rch .  his me ns th t the methods c n be pp ied to the 

desi n o  n  orm o  decepti e ction, to oo  n  t pe o  t r et rom indi idu  
to or nis tion  within n  dom in o  pp ic tion.  hese methods c n be used 
b  n bod  th t needs to desi n n  orm o  deception  rom underco er 
po ice o ficers, mi it r  p nners, inte i ence st s, d ertisers nd m r eters, 
fiction writers, the tre desi ners, m ici ns, etc., nd so b  counter deception 
pr ctitioners, inc udin  po ice o ficers, inte i ence st , securit  personne , 
c ber de ence st , customs nd nti smu in  st , store owners, nti r ud 
personne , etc.

A e  consider tion in writin   boo  bout deception is the potenti  use to which 
these ide s m  be put.  he boo  there ore ddresses s  prim r  concern 
the ethics o  deception, i ustr tin  some o  the m n  bene o ent pp ic tions 
o  deception.  t so discusses the me ns b  which deception c n be detected 
nd de e ted this topic wi  be ddressed in more det i  in  ter h ndboo  

to ether with the me ns b  which the princip es in this h ndboo  c n be used in 
 po cher turned me eeper  mode to support counter deception.  in , this 

h ndboo  pro ides too s th t c n he p pr ctitioners to de e op their decepti e 
thin in  s i s throu hout their c reers.

Simon Henderson 
rch 2019
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“To be human 
is to cheat 
and be cheated.”
Bell and Whaley (1982)
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Laying the foundation
Introduction

eception is  round us.  t e ists t  e e s o  i e, rom the microbi  to the 
ob eopo itic , nd it con ers n e o ution r  d nt e to both pred tor nd 

pre .  n the short term, deception incre ses in, or minimises oss.  n the 
on er term it con ers e o ution r  d nt e b  incre sin  the ch nces o  
sur i , m tur tion nd reproduction.  eception is h rd wired into e ch nd 
e er  one o  us.  t c n be used bene o ent  to do wonder u  ood, s we  s 
m e o ent  to do incredib e h rm.  ecti e decepti e ction o ten h s  
simp icit , e e nce nd n most esthetic u it  o  be ut  to it.  et t the 
s me time, b  its er  n ture, deception is not ob ious, it is surprisin , nd the 
me ns b  which it wor s is o ten e treme  counter intuiti e.  hese 
ch r cteristics c n m e deception di ficu t to stud , underst nd nd en ct.

he intr ce u r p r sitic proto o  Leishm ni  sometimes re erred to s  
esh e tin  dise se  uses mu tip e orms o  deception to sur i e nd reproduce.  

niti , de d p r sites e pose  mo ecu e th t supports the entr  o  i e p r sites 
into ce s, thereb  e din  the host s immune responses nd oidin  detection.  

nce the p r site h s entered  host ce , it re e ses  mo ecu e th t pre ents the 
ce  rom respondin  to n in  tri er  mo ecu e, thereb  incre sin  the ce s 
i esp n so th t it c n comp ete its i ec c e ec  io, ere be s, nt rem, 

cie , odri ues,  ordeiro d  i , 201  nod er, e i,  in , 2001 .

A wide riet  o  di erent p nt b sed deception occurs, inc udin  the use o  
scent mimicr  to ttr ct nd pred te on insects, such s the western s un  
c bb e th t mimics the scent o   s un  to ttr ct insects roderb uer, i ,  

eber, 2012 .  isu  mimicr  c n be used to simu te  se u  ttr cti e insect, 
such s the bee orchid th t ttr cts other insects to m te nd ci it te po in tion 

ers o , ohnson,  ind m nn, 200  u us, 200  copece, us cchio, 
idmer,  o o ino, 200  trein er, is, u us,  p ethe, 2010  trein er, 
u us,  p ethe, 2009  ereec en, 2009 .  And s  de ensi e me sure, some 

beni n p nts mimic other p nts th t re poisonous or stin , inc udin  the de d 
nett e which resemb es  re  nett e to deter pred tors rom tt c in  or e tin  it 
Le dun, 201  ch ner, 1910 .

eception is widespre d in the nim  in dom, nd c n be seen cross  ph .  
eception m  be isu , inc udin  rious orms o  c mou e or mimicr , such 
s  bird th t disp s  simu ted bro en win  to ure  pred tor w  rom its 
round nest in  chic s i er, 19 9 .  ome nim s, such s dron os use se 

rm c s to sc re other species w  rom ood th t the  then ste  ower, 
ribb e,  id e , 201 .  And short  be ore the  become hi h  u ner b e s  

resu t o  mou tin , ntis hrimps wi  ph sic  thre ten other ntis hrimps to 
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est b ish  reput tion or ression, which the  then c pit ise on b  m int inin  
b u  thre t disp s be ore their e os e etons h e h rdened Ad ms  dwe , 
1990 .

n hum ns, chi dren e rn to ie t n e r  e ns  Lee, 201  inc ir, 
199 .  owe er, the tr nsition rom bein   poor i r to  better i r re ects 
de e opment o  the c p cit  or im inin  the wor d rom nother person s i.e. 
the t r et s  perspecti e,  process nown s theor  o  mind .  his ph se o  
de e opment m r s  e  st e in  chi d s c uisition o  hi her e e  co niti e 
re sonin  s i s in , e m n, n , u,  Lee, 201  pence, unter, rrow, 

reen, Leun , u hes,  nes n, 200 .  tudies h e so shown  positi e 
in  in oun  chi dren s bi it  to decei e, nd their subse uent c demic 
de e opment ns  Lee, 2011  Lee  oss, 199  nd  re ted re tionship 
between decepti e bi it  nd br in si e h s so been identified in prim tes 

rne  orp, 200 . 

here e ists  si nific nt industr  bui t round the purported i  scientific  
uestion b e  bi it  to detect in  in hum ns, o ten in ed to  r n e o  c imed 

en b in  techno o ies, rom the po r ph which uses he rt r te n sis, 
nic s in response, respir tion p tterns, nd other n sis , micro esture 

detection nd n sis, speech p ttern n sis, throu h to unction  m netic 
reson nce im in  m n, 19  N tion  ese rch ounci  ommittee to 

e iew the cientific idence on the o r ph, 200 .

eception en b es the pr ctice o  soci  en ineerin , in which  r ment o  
in orm tion obt ined bout n or nis tion or e mp e, the n me o  n 
emp o ee  is used to m nipu te emp o ees within th t comp n   in n iter ti e 
nd esc tor  c c e to in incre sin  e e s o  in orm tion, pri i e e nd ccess 
Lon , 200  itnic   imon, 2002 .

eception simi r  ci it tes m n  di erent orms o  sc m nd confidence tric , 
in which  m r s confidence nd trust is first ined, nd then e p oited b   
swind er, usu  resu tin  in  oss o  mone  or oods Lo e , 199  t no  

i son, 2009 .

eception perme tes d ertisin  nd m r etin , i in  rise to phenomen  such 
s br nd mimicr , mis e din  p c in  nd be in , d ertisin  th t t r ets 

chi dren in the orm o  ree on ine mes nown s d er mes  nd pp rent 
ow bud et p rod  d erts produced s tributes b   product s ns, th t in ct 
h e been commissioned rom r e m r etin  firms   enre o  d ertisin  
nown s sub ir  oush, riest d,  ri ht, 2009  hrum, Liu, Nespo i,  

Lowre , 2012 .

eception e ists in sport, both s n inherent nd e itim te t ctic e. .  bo er 
throwin   eint, or tric  p s th t uti ises mimicr  nd misdirection such s the 
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t tue o  Libert  p  in Americ n ootb  nd so in the orm o  che tin , 
such s co ert dopin  or m nipu tion o  e uipment  orris, 201  ee or  

oesenber , 201 .

ithin the ps chic industr , boo s te ch m nipu ti e in uistic str te ies th t 
en b e  purported ps chic to p ss on mess es th t re so person  nd so 
ccur te th t the  c n on  pp rent  h e been p ssed on direct  rom  

de d re ti e m n, 19  ow nd, 200 .

he fie d o  m ic nd con urin  e p oits deception to oo  udiences or 
entert inment, nd whi e there re imits to the ener is bi it  o  m ic, 
m ici ns re one o  the ew c sses o  decei er th t cti e  document their 
methods, nd m ic boo s cont in  we th o  in orm tion bout how peop e re 
oo ed L mont  isem n, 200  c ni , rtine onde,  es ee, 2011 .

eception en b es m n  di erent orms o  che tin  in the conte t o  mb in , 
rom ph sic  nd ps cho o ic  mo es desi ned to misdirect  croupier rom n 
e ch n e o  ow ue chips or hi h ue chips durin   me o  rou ette, to 
repro r mmin   c sino s min  computer to erroneous  print winnin  p out 
s ips , 2010  rcus, 200  rti , 19 .  eception is so used within 

mb in  s n c now ed ed nd e itim te t ctic, such s the use o  b u fin  in 
po er om i, n,  L suo, 201 .

here e ists n e treme  on  nd rich histor  o  deception s  mi it r  str te , 
to en b e surprise, simu te incre sed orce si e, nd con use the enem  s to 
re  c p bi ities or intentions u, 00 . .  h e , 200 .

eception occurs in music, where  istener s e pect tions bout the pro ression 
o   chord se uence m  be de iber te  set up, nd then une pected  io ted 
usin  n irre u r reso ution to cre te surprise nd interest  domin nt to 
superdomin nt chord pro ression nown s  decepti e c dence  oote  

p din , 190 , pp. 9 .

he wor d o  rt emp o s deception to surprise, de i ht, rustr te, con ront nd 
con ound obser ers nd p rticip nts.  rompe i  rench or decei e the e e  
emp o s photo re istic optic  i usions to oo  iewers into be ie in  moment ri  
th t the  re iewin  re  three dimension  ob ects, such s  door or  window 
p inted onto  w , or  fi ure in  p intin  th t ppe rs to e tend be ond the 
p intin s r me ubo   er .  er orm nce rtists m  so st e e ents 
such s pr n s, protests or other orms o  pub ic or corpor te inter ention, without 
the unwittin  p rticip nts in o ed bein  w re s to the re  identi  o  the rtist, 
or th t the  themse es re p rticip tin  in  wor  o  rt ee es ison, 201 .  
And deception is ri e in rt r ud, in which the wor s o  re t rtists re 
p inst in  nd ccur te  sified with the intent to oo  e pert uthentic tors, 
uctioneers nd bidders ebborn, 200 .



For educational use only

Page 4 © Artifice Ltd, 2019. Not to be reproduced without permission

he uthors o  wor s o  fiction o ten de iber te  m nipu te nd decei e their 
re ders.  tor ines p nt e p icit or imp icit c ues desi ned to sh pe the re der s 
sensem in  nd e pect tions s to whodunit, on  to con ound these with the 
sudden twist t the stor s conc usion s to who re  did it hip e , 19 .

peci  e ects desi ners emp o  deception to cre te se but con incin  isu  
represent tions o  re  wor d or im in r  cti ities th t re too e pensi e, too 
ris , or too technic  prohibiti e to do or re .  And re istic speci  e ects 
c p bi ities re so en b in  other decepti e cti ities, such s hidin   
perpetr tor s re  identit  durin   b n  robber  nders, ed , inemoto, 
No es, oshi w ,  en ins, 201 .

And s c bersp ce nd c ber con ict continues to de e op p ce, new 
c p bi ities nd new orms o  deception re emer in  th t re  on the bi it  to 
cre te, m nipu te nd e p oit beh iour  residue, e p oit non mit , utom tion 
nd permut tion, nd chie e ob  re ch nd m ssi e s mmetr .  uch 

c p bi ities h e i en rise to e otic termino o  inc udin  stroturfin  the 
cre tion o  rtifici  r ss roots support , soc puppetin  the cre tion o  one or 
more on ine person s to en ineer se di o ue  nd oo ew shin  ch n in  
the pp rent me nin  or si nific nce o   se rch term b  pushin  specific resu ts 
up the r n  orderin  nd c usin  the ori in  resu ts to ppe r ower down in the 
r n in .  ee Lee 2010  Li in ston 200  r ows i 200  o orio, s n, 
nd i n 201  t no nd i son 2009  ibre  201 .

rom this on  ist o  dom ins one c n be in to ppreci te the st r n e o  
pp ic tions in which deception is pr cticed to oo   t r et nd cre te some ind 

o  d nt e or the decei er.  And it is worth be rin  in mind th t the dom ins 
discussed here b re  be in to scr tch the sur ce o  the tot it  o  settin s in 
which deception is uti ised.  ut wh t in s these e mp es to ether   h t re 
the common thre ds   ow c n one be in to re te the decepti e mech nisms 
used b  Leishm ni  to the decepti e str te ies used in soc puppetin   ow c n 
deception s pr cticed on the sports fie d he p us m e better sense o  deception 
when it is used to che t t the rou ette t b e   And how c n the stud  o  deception 
within these dom ins ssist  pr ctitioner th t needs to decei e others in n 
entire  unre ted dom in

An import nt ound tion or nswerin  these uestions is to first define our terms
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Defining key terms

he ord iction r  o  n ish ord n ish iction r , 201  defines 
deception s  

“[To] deliberately cause (someone) to believe something that is not true, 
especially for personal gain.” 

his definition, which is t pic  o  those deri ed rom diction ries, s short in 
se er  respects. irst, it imp ies th t truth or sehood is  bin r  either or st te, 
nd does not, or e mp e, ddress r in  de rees o  truth, or the c se in which 

p rts o   situ tion re true, whi e other p rts re se. econd, the definition 
does not c ter or situ tions in which one wishes  t r et to not be ie e  situ tion 
th t is true  the definition there ore i s to c ter or situ tions in which re it  is 
bein  hidden or ctors re oper tin  co ert . hird, it is entire  e sib e to 
decei e  t r et without te in  n  ies wh tsoe er, indeed the truth itse  c n be 
structured nd presented to decei e  process sometimes re erred to s 
p terin .

ther definitions ir somewh t better. or e mp e, current  deception 
doctrine,  0.1 , 200  defines deception s

“Deliberate measures that manipulate the perceptions and condition the 
behaviour of the adversary, in order to achieve and exploit an advantage.” 

hi e this definition introduces ps cho o ic  processes nd their m nipu tion 
perception, beh iour, m nipu tion nd conditionin  c ose inspection re e s 

th t it is not specific to deception  indeed, it cou d ust s we  be  definition or 
in uence .

Another common component o  definitions o  deception is th t the ction o  the 
t r et is o ten specified s bein  pre udici  to their interests.  or e mp e, the 

 ep rtment o  e ense iction r  o  i it r  nd Associ ted erms t , 
200  defines deception s

“Those measures designed to mislead the enemy by manipulation, 
distortion, or falsification of evidence to induce the enemy to react in a 
manner prejudicial to the enemy’s interests.”

hi e this definition is reco nis b  mi it r  nd d ers ri  in n ture, it does not 
constitute n de u te b sis or  definition o  deception in ener , s there re 
m n  inst nces in which deception is used or bene o ent purposes th t re not 
pre udici  to the t r et s interests.  or e mp e,  medicine m  be oured to 
oo   p tient s sense o  t ste into findin  it p t b e, in order th t he c n in est it 
to recei e its benefits.
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A new definition is hereb  proposed,  definition th t see s to ddress these 
concerns, nd sets the notion o  deception inst  more contempor r  
ps cho o ic  ound tion enderson, 2011

Deception:
“Deliberate measures to induce erroneous sensemaking and subsequent 
behaviour within a target audience, to achieve and exploit an advantage.”

A e  component o  this definition re tes to the notion o  erroneous 
sensem in  th t is, some spect o  the t r et s underst ndin  o  the wor d is 
de iber te  ed to be wron , or in error.  t is this ocus on error th t di erenti tes 
deception rom other re ted concepts, such s in uence, persu sion or coercion, 
etc., nd indeed in uence more bro d . he notion o  sensem in  wi  be 
ddressed ter in the p per, s  und ment  bui din  b oc  o  deception.  
i ure 1 unp c s this definition nd e p ins its di erent components.

his definition di erenti tes deception rom in uence i  the inc usion o  
erroneous sensem in .  urnin  to  definition o  in uence

Influence:
“Deliberate measures to induce desired sensemaking and subsequent 
behaviour within a target audience, to achieve and exploit an advantage.”

Note di erence between desired sensem in  here, ersus erroneous 
sensem in  in the definition o  deception.  he definition o  in uence is simi r  
unp c ed in i ure 2.

Figure 1 - Unpacking the definition of ‘Deception’

Deliberate measures to induce 
erroneous sensemaking and 
subsequent behaviour within a 
target audience, to achieve and 
exploit an advantage.

eception is directed 
tow rds  specific, 
identified nd bounded 
t r et udience which 
m  itse  be se mented .

eception is 
intended to resu t 
in n e p oit b e 
d nt e or the 

decei er.

eception occurs 
i  erroneous 

sensem in   the 
t r et s underst ndin  
bout the wor d is 

ed to be wron .  t 
is this ocus on error 
th t di erenti tes 
deception rom re ted 
concepts, such s 
coercion, persu sion, 
etc.

eception is 
intended to 
resu t in the 
t r et e hibitin  
desired beh iour.  

utside o  
deception or 
entert inment 
purposes, there 
is itt e point in 
oo in   t r et s 

sensem in  
i  the  do not 
subse uent  
e hibit desired 
beh iour th t is 
benefici  to the 
decei er.

eception is brou ht bout 
i   process o  induction  it 

doesn t h ppen b  itse .
eception is intention   ou 

c n t decei e b  ccident.
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eception is there ore  c ss o  in uence, s depicted in i ure .

oth in o e in uencin   t r et to en e in desired beh iour, howe er, 
deception is ch r cterised specific  b  its ener tion o  desired beh iour 
throu h the induction o  erroneous sensem in .  n uencin   t r et does not 
re uire th t its underst ndin  o  the wor d is wron .  or e mp e,  t r et m  be 
incenti ised to ch n e its beh iour b  recei in   p ment.  n this c se, the 
t r et h s been in uenced to ch n e its beh iour throu h correct  m in  
sense o  the rew rd o ered, nd no deception is in o ed.

Influence
techniques

Deception
techniques

* his definition re ers to in uence th t is conceptu ised nd e ecuted s  de iber ti e str te  or brin in  bout desired 
beh iour ch n e in  t r et udience.  Note so th t in uence may rise unintention , nd resu t in outcomes th t re 
dis d nt eous.  uch issues shou d be ddressed s p rt o  the ris  m n ement process.

Deliberate* measures to induce 
desired sensemaking and 
subsequent behaviour within a 
target audience, to achieve and 
exploit an advantage.

n uence is intended to 
resu t in n e p oit b e 

d nt e or the 
in uencer.

n uence is 
directed tow rds  
specific, identified 

nd bounded 
t r et udience 
which m  itse  

be se mented .

n uence occurs 
i  inducin   

t r et to m e 
sense o  the wor d 
in  specific, 
desired w .

n uence is 
intended to resu t 
in the t r et 
e hibitin  desired 
beh iour.

n uence is brou ht bout i   
process o  induction  it doesn t 
h ppen b  itse .

n uence is intention   ou 
c n t in uence b  ccident 
see ootnote .

Figure 2 - Unpacking the definition of ‘Influence’

Figure 3 - eception is  c ss o  in uence



For educational use only

Page 8 © Artifice Ltd, 2019. Not to be reproduced without permission

The Influence-Deception Principle
All deception involves influence, but not all influence involves deception.

he notion o   t r et udience  h s so been introduced in both o  these 
definitions.  he term t r et  nd t r et udience  re used s non mous  
throu hout this h ndboo , thou h t r et  is ener  pre erred or bre it . 

A target is:
The actor(s), or system(s) that constitute the aim of an influence or 
deception activity, within which behaviour change is sought.

An in uence or deception t r et m  comprise n indi idu ,  roup, n 
or nis tion,  se ment o   r er popu ous, nd potenti  e en hi her e e s 
o  hum n co ecti e, such s  st te.  A t r et m  so comprise n  s stem 
th t e hibits some orm o  beh iour, nd within which beh iour ch n e m  be 
sou ht, such s  computer s stem, orithm, etc.  An ppro ch to conductin  

r et Audience An sis AA  is presented in r et Audience An sis or 
deception  on p e 1. 

The goal of deception - Planned Behaviour Change

“Indiana Jones plays no role in the outcome of the story.  If he weren’t 
in the film, it would turn-out exactly the same.”
Am , he i  n  heor , e son , pisode , he iders o  inimi tion

eception see s to ch n e uture outcomes to the benefit o  the decei er.  
pecific , deception is directed tow rds ch n in   t r et s beh iour to the 

decei er s d nt e. 
 
Behaviour comprises:
Any activity that can be seen by an external observer.  

esired beh iour ch n e m  in o e w ntin  the t r et to
1. top their current beh iour.
2. t rt  new beh iour.
3. witch rom their current beh iour to  di erent new beh iour.
4. ontinue  current beh iour the  wou d otherwise stop or ch n e i.e. to 

conduct business s usu .
. Not st rt  new beh iour th t the  otherwise wou d.

6. peed up  current beh iour.
. ow down  current beh iour.
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he ocus nd necessit  or deception to brin bout beh iour ch n e within  
t r et is c ptured in the ndi n  ones rincip e , re tion to the uot tion bo e

The Indiana Jones Principle
Deception should change the future.  If there is no behavioural change in 
the target resulting from their erroneous sensemaking, the same outcome 
could and would have been achieved by the deceiver doing nothing.

he necessit  to ocus on ch n in  the t r et s beh iour to the decei er s 
d nt e is so re ected in the mi  rincip e , n med ter  h rd won 

esson e rned b  ud e  r e in 19 0, rom his p nnin  nd subse uent 
e ecution o  per tion mi

“In the first deception plan I ever tackled I learned a lesson of 
inestimable value.  The scene was Abyssinia... General Wavell 
wanted the Italians to think he was about to attack them from the 
south in order to draw-off forces from those opposing him on the 
northern flank.  The deception went well enough - but the results were 
just the opposite of what Wavell wanted.  The Italians drew back in 
the South, and sent what they could spare from there to reinforce the 
North, which was of course the true British objective.  After that it 
became a creed in ‘A’ Force to ask a General ‘What do you want the 
enemy to do?’ And never ‘What do you want him to think?’  It was 
surprising how difficult they often found it to produce an answer.”

r e, . 19 2 .  ome erson  e ections on the r ctice o  eception in the 
editerr ne n he tre rom 19 1 to 19 .  n  ster o  eception, id ure 
ditor . London  i i m imber.  p. 2 2 .

The Camilla Principle
Always focus on what you want the target to do, not just want you want the 
target to think.

n m n  dom ins the decei er s beh iour ch n e o  or the t r et m  be 
uite str i ht orw rd.  or e mp e, in mi it r  deception, the o  m  be to et 

the enem  to mo e their orces to one oc tion whi e ou tt c  in nother.  n  
c ber phishin  tt c , the o  cou d be to et the t r et to c ic  on  in  th t wi  
resu t in m w re so tw re th t compromises the inte rit  o   computer s stem  
bein  inst ed on their de ice.  And in sport, the o  mi ht be to oo  the 
opposin  te m into dep o in  their de enders to de end inst the empt h nded 
person th t is pretendin  to c rr  the b , whi e the re  b  c rrier crosses the 
o  ine unopposed.

n other dom ins, the decei er s beh iour ch n e o  or the t r et m  be 
more subt e.  n first consider tion it m  not be ob ious s to  m ici n s 
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desired beh iour ch n e in n udience member th t is w tchin  them per orm 
 m ic e ect   imi r , wh t beh iour ch n e is desired when  person 

he din  out or  d te uses conce er m eup to co er up their cne   ne mi ht 
so s  wh t beh iour  ch n e is desired b   p inter th t see s to oo  his 
udience throu h his use o  trompe oei  n i usor  rtistic techni ue desi ned 

to oo  the obser er into percei in  p inted e tures s e istin  in three 
dimensions  such s the 1  wor  ortr it o   rthusi n  b  e r  
Nether ndish p inter etrus hristus, th t inc udes  i e i e represent tion o   

, rep ete with sh dow, th t ppe rs to be sittin  on the inner ed e o  the 
p intin s r me   n e ch o  these c ses it is worth thin in  bout wh t the 
t r et s immedi te nd on er term beh iour wou d h e been h d the deception 

i ed.  he spect tor t the m ic show m  not h e pp uded, wou d prob b  
not h e to d others bout the m in  show he w s t indeed, he prob b  
wou d h e to d others how b d the show w s i  it didn t oo  him , nd he wou d 
prob b  not o to see the m ici n in ne t time the  were in town.  he other 
person on the d te especi  i  the  re o er  concerned with their prospecti e 
p rtner s ppe r nce  m  h e been ess ttr cted to their d te, cou d 
in d ertent  h e st red t their cne nd m de them se conscious nd ose 
confidence, the  m  h e irted ess with them, nd when combined with their 
d te s oss o  confidence  de e oped ess r pport, nd s  resu t the  m  h e 
decided not to see e ch other in.  And or the spect tor who iewed hristus s 
p intin , h d the  i ed to spot nd then re ised the sehood o  the  sittin  
on the r me, the  m  not h e e perienced th t inner moment o  de i ht, the  
m  not h e e cited  to d others bout this moment o  person  disco er , nd 
the  m  not h e been inc ined to eep n e e out or other wor s or e hibitions 
b  the s me rtist.  he  m  so h e decided not to purch se this p rticu r 
wor  o  rt.  n  o  these c ses, success u  deception h s ch n ed the uture 
beh iour o  the t r et. 

n some circumst nces the decei er m  wish the t r et to en e in beh iours 
th t re not b sed on erroneous sensem in , but th t ne erthe ess e d to 
erroneous sensem in  nd subse uent beh iour ch n e th t benefits the 
decei er.  or e mp e, whi e t the rou ette t b e  decei er m  wish to e p oit 
her p rtner s pre p nned nd e ception  we timed snee e to misdirect the 
croupier s nd other p er s ttention, nd in th t moment p ce their chips on 
the winnin  number ter the b  h s nded n i e  mo e nown s p st
postin .  he snee e ch n es the beh iour o  the croupier b  moment ri  
ttr ctin  their ttention tow rds the snee er   the croupier s beh iour h s 

there ore ch n ed, but this ch n e is not the resu t o  erroneous sensem in .  
At this st e, the croupier h s so not et been oo ed. t is on  s  resu t o  
the croupier not noticin  the decei er s i e  p cement o  the chips th t occurs 
 r ction o   second ter the snee e, nd there ore be ie in  th t the chips 
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h e been p ced e itim te , th t the  erroneous  p out the winnin s to the 
decei er.  he croupier s erroneous sensem in  there ore resu ts in  ch n e to 
their beh iour, nd this beh iour benefits the decei er.  uch issues re rdin  
c us it  re ddress in the section e sures o  ect  on p e 91.

Secrets, revelations and surprises

“One should not suspect, let alone detect [the use of deception].”  
. . rdn se, he pert t the rd b e rdn se, 1902

his princip e pp ies to  wide riet  o  deception in which e en the t r et s 
suspicion re rds the mere possibi it  o  deception cou d pro e dis strous to the 
decei er, such s in under co er po ice oper tions, inte i ence wor , che tin  in 
 c sino, etc. owe er, in other dom ins, this ide  does not necess ri  pp .  n 

the e mp e cited e r ier o  hristus s , the decei er obt ined benefit s  resu t 
o  the disco er  o  the deception b  the spect tor.   the spect tor h d seen the 

 but not re ised th t it w s se, the decei er wou d most i e  not h e 
ined the d nt e resu tin  rom the deception bein  disco ered.

n some c ses, the use o  deception wi  w s necess ri  in o e  re e .  
hen  m ici n per orms  m ic e ect, there is w s some ind o  re e  o  

n impossib e outcome, th t ets the spect tor now th t the  h e been 
decei ed.  n m n  t pes o  mi it r  deception or e mp e, oo in  the enem  s 
to the timin  or oc tion o  n tt c  once the re  cti it  occurs, the deception 
is re e ed nd the t r et becomes w re th t the  h e been oo ed. n both o  
these inst nces, the re e tion o  the deception cre tes surprise.  hen the t r et 
is not w re th t deception is present or h s occurred, the  re not surprised.

n some circumst nces, the decei er c n on  in d nt e i  the  rem in 
co ert nd the deception is ne er disco ered  in other circumst nces, the 
decei er c n on  in benefit i  the t r et re ises the  h e been oo ed.  And in 
some orms o  deception, there is no option but to re e  the deception to the 
t r et i  the process o  inin  d nt e. 

Once deception has been discovered, can it be 
repeated?

e e tion o  the use o  deception to the t r et m  resu t in the o owin  
prob ems or the decei er   oss o  initi ti e, re e tion o   co ert c p bi it , 
cre tin  n e pect tion o  uture use o  deception in the t r et, inducin  p r noi  
nd suspicion.  owe er, ust bec use the t r et nows th t ou h e used 

deception to oo  them pre ious , does not me n th t ou c nnot use deception 
inst the s me t r et in.
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ood deception wi  inc ude  r n e o  methods or di orcin  method rom e ect.  
his me ns th t the t r et wi  now th t the  h e been oo ed, but wi  not now 

how the  were oo ed.  oreo er, the decei er c n so p nt se c ues th t wi  
e d the t r et to conc ude th t  di erent method h s been used to chie e the 
e ect.  en i  the t r et nows e ct  how the  were oo ed, this cre tes  set o  
e pect tions th t c n be e p oited, or e mp e b  ch n in up the method 
throu h which the s me e ect is chie ed ne t time.  n ddition, re  cti it  c n 
be portr ed s decepti e cti it , e p oitin  nd pp rent  confirmin  the 
t r et s suspicions n cti it  nown s re erse deception .

The Reuse Principle
Revelation of the use of deception to the target does not preclude its future 
use.  However, good deception will always build-in the capability to deceive 
the same target again in the future.

The principles of deception

n stud in  deception cross  wide riet  o  di erent dom ins, such s those 
cited t the st rt o  this section, it becomes pp rent th t there re se er  
common, recurrent nd emer ent properties o  deception th t tr nscend dom in 
nd pp ic tion

• A  hum ns, irrespecti e o  e, ender or cu ture, re  on the s me core 
ps cho o ic  processes to m e sense o  the wor d nd ener te ction. 

hese processes inc ude  ttention, perception, sensem in , e pect tion, 
emotion nd beh iour. A  re prone to error, nd to de iber te m nipu tion.

• ommon str te ies or m nipu tin  these processes c n be obser ed 
occurrin  cross di erent dom ins o  pr ctice.

• oth the ps cho o ic  processes identified, nd the str te ies emp o ed to 
m nipu te them, re sc b e, nd their pp ic tion c n be obser ed t  
e e s rom indi idu , to roup, to or nis tion nd, potenti  t hi her 
e e s sti .

rom this ound tion, se en eneric, tr nsport b e cross dom ins , nd 
sc b e princip es h e been identified th t pro ide  ound tion both or 
underst ndin  how deception wor s, nd or desi nin  e ecti e decepti e ction

1. eception is chie ed throu h the present tion, p cement nd conce ment 
o  tempor  nchored perceptu  cue se uences th t, i  p ttern 
reco nition, in uence the process o  sensem in . 

2. ues en b in  deception c n occur cross sensor  orms nd m  be 
ph sic  or deri ed rom communic tions ch nne s.
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3. A r n e o  co niti e, emoti e, soci , nd en ironment  e ents nd 
properties c n be m nipu ted to sh pe, constr in, trunc te or disrupt  
t r et s p ttern m tchin  process to en b e deception.

4. pect tions re centr  to be ie . re u  bui din , rein orcement, s tis ction 
nd io tion o  the t r et s e pect ncies c n be used to in uence erroneous 

be ie  ormu tion nd de e opment.
. eception is more success u  i  it inc udes some orm o  emotion  stress or 

rous , which c n induce time pressure nd inter ere with re sonin .
6. rincip es 1  pp  not ust to indi idu s, but so to roups.
. eception is ethic  ue neutr , nd the s me processes th t en b e 

deception c n be used or m e o ent or bene o ent purposes.  t is there ore 
the intent behind the deception, the purpose to which deception is put, the 
process th t is en cted, nd the outcome risin  rom the use o  deception 
th t must be sub ect to c re u  ethic  scrutin  nd e u tion.

hese princip es pro ide the ound tion or  s stem tic ppro ch to desi nin  
decepti e ction desi ned to oo  others.

The four curses of the influence and deception planner

A  in uence nd deception pr ctitioners re sub ect to  r n e o  deception 
curses  th t h e been identified o er the p st 10 e rs o  conductin  deception 
rese rch nd wor in  with deception pr ctitioners. uch curses re irtu  
inesc p b e, nd re i e  to inter ere with the conceptu is tion nd p nnin  o  
deception ction when the  ine it b  rise. he our curses re

1. The Curse of Naivety. t  ne er wor   the in bi it  o  somebod  who is not 
mi i r nd e perienced with the ps cho o ic  b sis o  deception to 

underst nd how deception wor s, nd wh t it c n chie e. 
2. The Curse of Secret Knowledge. he  ne er  or it  once ou now 

how  decepti e techni ue wor s ou c n no on er e perience the wonder  
o  seein  it rom  n i e position  ou thus become dismissi e o  its power 
e en i  ou ourse  h e been oo ed b  the techni ue . 

3. The Curse of Knowledge. ou et wh  this wor s, ri ht   n in bi it  to 
communic te success u   decepti e ide  to someone bec use ou c nnot 
re e perience their position o  i nor nce nd t e this conte t into ccount 
within our e p n tion. 

4. The Curse of Guilty Knowledge.  m ho din   per ect  innocent bo   the 
inter erence o  re  time doubt in the success u  en ctment o  the deception  
o ten ccomp nied b  o er compens tion nd the te e r phin  o  such doubt 
to the t r et.

hi st one or more o  these curses wi  w s be present in n  deception 
p nnin  cti it , the curses c n be miti ted inst usin   structure ppro ch 
to deception p nnin .  his ppro ch is nown s he Artifice stem .
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An overview of the Artifice System
A ener  se uence or desi nin  decepti e ction is

1. An se nd oper tion ise our mission o , nd determine the desired t r et 
beh iour ch n e eh iour h n e .

2. denti  how ou wi  ssess whether the deception h s wor ed e surement 
o  ect .

3. onduct t r et udience n sis to identi  u ner bi ities th t c n be e p oited 
to brin  bout beh iour ch n e r et Audience An sis .

4. st b ish whether deception is  necess r , e , proportion te, nd ethic  
me ns or chie in  our o s eception hec .

. n our decepti e ction eception e en uestions, eception mbits, 
n uence tr te ies .

6. p our decepti e p n eception An tics  nd est b ish how ou wi  
e p in nd communic te our decepti e intent to others.

. ecute the p n e  ime

e ore wor in  throu h e ch o  these processes in more det i , it is first necess r  
to discuss the most und ment  Artifice stem component, on which  other 
components depend  he i  oc  ode , ddressed in the ne t ch pter.
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Summary
eception is  round us.  t e ists t  e e s o  i e, rom the microbi  to the 
eopo itic , nd it con ers n e o ution r  d nt e to both pred tor nd pre .  t 

is defined s  e iber te me sures to induce erroneous sensem in  nd 
subse uent beh iour within  t r et udience, to chie e nd e p oit n 
d nt e.   eception is  c ss o  in uence, nd there ore,  deception in o es 

in uencin , but not  in uence in o es decei in .

eception see s to ch n e uture outcomes to the benefit o  the decei er.  
pecific , deception is directed tow rds ch n in   t r et s beh iour to the 

decei er s d nt e.   the t r et s beh iour does not ch n e s  resu t o  their 
erroneous sensem in , the s me outcome cou d nd wou d h e been chie ed 
b  the decei er doin  nothin .
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“Human beings, 
who are almost 
unique in having 
the ability to 
learn from the 
experience of 
others, are also 
remarkable for 
their apparent 
disinclination to 
do so.”
(Adams & Carwardine, 1990)
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CPD – Continuing 
Professional Development 
for deception practitioners
Introduction
n hum ns, deception is  deep  in r ined soci ps cho o ic  str te , the 
purpose o  which is to in d nt e or tt c er nd or de ender. he use o  
deception c n be ound in fie ds s di erse s d ertisin  nd m r etin , m ic, 
pr ctic  o es, erb  nd non erb  communic tion, po itics, soci  en ineerin , 
the ps chic industr , sport both s  t ctic, nd s che tin , mb in , 
fin nci  r ud, nd m n  other dom ins. n  o  these dom ins the competiti e 
d nt e be on s to ctors who dopt n cti e st nce tow rds both the thre t 

o  deception nd the opportunities th t it o ers. h t s id, h e , 200  
r ues th t

“Opportunities to gain experience in deception are limited… ...one 
should not be surprised that so few people throughout history 
manage to become an expert at the deception game… More can be 
learned by studying better experienced deceivers.”

h e , 200 , pp. 1 0

n this spirit o  e rnin  rom other decei ers, it is recommended th t those 
interested in de e opin  their decepti e thin in  s i  shou d become more 
h per cuiti e, noticin  e mp es o  when deception is present in their 
en ironment, nd see in  to underst nd nd e rn rom such opportunities.

he r mewor s in this h ndboo  pro ide the sc o din  or bui din  nd 
stren thenin  our underst ndin .  t pro ides  structure or bre in  deception 
down into its bui din  b oc s, nd  set o  e p n tions or how deception is 
en cted.  his underst ndin  c n be pp ied to n  en ironment in which 
deception occurs.

Developing your influence and deception skills

o stren then our deception s i s, it is recommended th t ou see  e er  
opportunit  to underst nd, spot nd criti ue the use o

• he i  oc  ode .  se the  s  too  or deconstructin  deception 
into its constituent p rts. 
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• eception mbits nd n uence tr te ies.  ee i  ou c n find how these 
str te ies h e been emp o ed in the c ses ou re considerin .

• pot nd stud  in uence nd deception cross mu tip e dom ins ou 
encounter.  o not imit our stud  to ust our dom in o  pr ctice.  e  
point o  stud in  deception in other dom ins, inc udin  the wide r n e o  
dom ins re erenced in this h ndboo

• tud  e pert in uencers nd decei ers in other dom ins.  e  point o  
e rnin  bout the indi idu s who h e become e perts t deception.  ow 
did the  become so s i u   here did the  e rn rom   h t did the  re d   
And who did the  stud

• Lin  theor  to our pr ctice o  deception.  As ou bui d our theoretic  
underst ndin  o  deception, see  to pp  it to our pro ession  pr ctice.  

se the theor  to uide our pr ctice, nd use our pr ctice to e p nd nd 
de e op our theor .

Summary
pportunities to enh nce our decepti e thin in  re  round ou, i  ou ust 
eep our e es open.  Ne t time ou isit  superm r et, re d n d ertisement, 

w tch  po itici n bein  inter iewed, obser e  m ic e ect, or isit the oo, t e 
the opportunit  to enh nce our underst ndin  bout deception.

Visit www.artifice.co.uk to explore our range of 
professional courses that comprehensively support 
deception and influence practitioners operating in 
adversarial contexts.



For educational use only

Page 162 © Artifice Ltd, 2019. Not to be reproduced without permission

Bibliography
Adams, D., & Carwardine, M. 1990 . L st h nce to ee. London  i i m einem nn Ltd.

Adams, E. S., & Caldwell, R. L. 1990 . ecepti e communic tion in s mmetric fi hts o  the stom topod 
crust ce n onod ct us bredini. Anim  eh iour, 9 , 0 1 . doi  10.101 s000 2 0 0 2

Allmann, S., & Baldwin, I. T. 2010 . nsects betr  themse es in n ture to pred tors b  r pid isomeri tion o  
reen e  o ti es. cience, 29 99 , 10 10 . doi  10.112 science.1191

Amagase, S. 19 2 . i esti e en mes in insecti orous p nts . Acid prote ses in the enus Nepenthes nd 
roser  pe t t . ourn  o  iochemistr , 2 1 , 1. 

Bagnères, A.-G., & Lorenzi, M. C. 2010 . hemic  deception mimicr  usin  cuticu r h droc rbons. nsect 
droc rbons  io o , iochemistr  nd hemic  co o , 2 2 2 . 

Baker, A., ten Brinke, L., & Porter, S. 2012 . i  et oo ed in  motion  inte i ent peop e re e si  duped 
b  hi h st es decei ers. Le  nd rimino o ic  s cho o , no no. doi  10.1111 .20 .2012.020 .

Balazsi, G., van Oudenaarden, A., & Collins, J. J. 2011 . e u r decision m in  nd bio o ic  noise  rom 
microbes to m mm s. e , 1 , 910 92 . doi  10.101 .ce .2011.01.0 0

Barnett-Cowan, M. 2010 . An i usion ou c n sin  our teeth into  ptic cues modu te the percei ed reshness 
nd crispness o  pret e s. erception, 9 12 , 1 1 . 

BBC. 2010 .  n sts sto e ,000 rom London c sinos.  etrie ed 2 09 201  rom http news.bbc.co.u 1 hi
en nd ondon 1.stm

Bell, J. B., & Whaley, B. 19 2 . he tin  eception in w r  m ic, mes  sports, se   re i ion, business  
con mes, po itics  espion e, rt  science. New or , N. .  t rtin s ress.

Ben-Shakhar, G., & Elaad, E. 200 . he idit  o  ps choph sio o ic  detection o  in orm tion with the ui t  
now ed e est  A met n tic re iew. ourn  o  App ied s cho o , 1 , 1 1 1 1. 

Bennett, M., & Waltz, E. 200 . ounterdeception  rincip es nd App ic tions or N tion  ecurit . Norwood, A  
Artech ouse.

Bernstein, D. A. 2010 . eco ni in  the perceptu  wor d. ssenti s o  s cho o  pp. 12 12 . ndependence, 
 en e Le rnin .

Bessi, A., & Ferrara, E. 201 . oci  bots distort the 201  . . residenti  e ection on ine discussion. irst 
ond , 21 . 

Bodmer, S., Kilger, M., Carpenter, G., & Jones, J. 2012 . e erse deception  or ni ed c ber thre t counter
e p oit tion. New or  c r w i .

Borel, B. 201 . o nts et tressed   etrie ed 2 11 201  rom http www.popsci.com do p nts et stressed

Boroditsky, L. 200 . Lin uistic re ti it . nc c opedi  o  co niti e science. 

Boster, J., & d’Andrade, R. 19 9 . N tur  nd um n ources o  ross u tur  A reement in rnitho o ic  
ssific tion. Americ n Anthropo o ist, 91 1 , 1 2 1 2. 

Botvinick, M., & Cohen, J. 199 . ubber h nds ee  touch th t e es see. N ture, 91 9 , . 

Boush, D. M., Friestad, M., & Wright, P. 2009 . eception n he r etp ce  he s cho o   ecepti e 
ersu sion nd onsumer e protection. New or  out ed e.

Broderbauer, D., Diaz, A., & Weber, A. 2012 . econstructin  the ori in nd e bor tion o  insect tr ppin  
in orescences in the Ar ce e. Am  ot, 99 10 , 1 1 9. doi  10. 2 b.12002

Brown, D. 2001 . Abso ute ic. risto  erren rown.

Byrne, R. W., & Corp, N. 200 . Neocorte  si e predicts deception r te in prim tes. roceedin s o  io o ic  
cience, 2 1 1 9 , 1 9 1 99. doi  10.109 rspb.200 .2 0

Carson, T. L. 2009 . L in , eception, nd e ted oncepts. n . rtin d. , he hi osoph  o  eception pp. 
1 1 . ord  ord ni ersit  ress.

Ceca lio, P., Perez-Cabezas, B., Santarem, N., Maciel, J., Rodrigues, V., & Cordeiro da Silva, A. 201 . 
eception nd nipu tion  he Arms o  Leishm ni ,  uccess u  r site. rontiers in mmuno o , . doi  

10. 9 fimmu.201 .00 0

Chabris, C. F., & Simons, D. J. 2010 . he n isib e ori  nd ther s ur ntuitions ecei e s. New or  
rown.

Chakrabortee, S., Kayatekin, C., Newby, G. A., Mendillo, M. L., Lancaster, A., & Lindquist, S. 201 . 
Luminidependens L  is n Ar bidopsis protein with prion beh iour. roc N t  Ac d ci   A, 11 21 , 0 0 0. 
doi  10.10 pn s.1 0 11

Chief of Joint Operations - Permanent Joint Headquarters. 199 . oint octrine mph et 2 9  eception.

Clarke, D. 19 2 . ome erson  e ections on the r ctice o  eception in the editerr ne n he tre rom 19 1 
to 19 . n . ure d. , ster o  eception pp. 2 2 . London  i i m imber.



For educational use only

Page 163© Artifice Ltd, 2019. Not to be reproduced without permission

Cole, C., Jones, L., McVeigh, J., Kicman, A., Syed, Q., & Bellis, M. A. 2010 . ut  A uide to the du ter nts, 
bu in  ents nd other cont min nts ound in i icit dru s.  Li erpoo  entre or ub ic e th, cu t  o  e th 
nd App ied oci  ciences, ohn oores ni ersit .

Conan-Doyle, A. 1 91 . A c nd  in ohemi . he tr nd ine u . 

Coyle, G. A., & Wilson, A. 201 . ers c  uses rom Le ther to i it . ntern tion  ourn  o  nte i ence 
nd ounter nte i ence, 2 1 , 1 1 . doi  10.10 0 0 0 0 .201 . 0 19

Craig, A. D., & Bushnell, M. C. 199 . he therm  ri  i usion  unm s in  the burn o  co d p in. cience, 2 , 
2 2 2 . 

Daniel, D. C., Herbing, K. L., Reese, W., Heur, R. J., Serbin, T. R., Moose, P. H., & Sherwin, R. G. 19 0 . 
u tidiscip in r  erspecti es on i it r  eception. N 0 112 . ontere , i orni  N  ost r du te 
choo .

DCDC. 200 .  0.1  , eception nd . oint octrine ub ic tion 0.1 . hri enh m  
e e opment, oncepts nd octrine entre.

Dener, E., Kacelnik, A., & Shemesh, H. 201 . e  nts how is  ensiti it . urr io , 2 1 , 1 1 . doi  
10.101 .cub.201 .0 .00

Ding, X. P., Wellman, H. M., Wang, Y., Fu, G., & Lee, K. 201 . heor o ind r inin  uses onest oun  
hi dren to Lie. s cho  ci, 2 11 , 1 12 1 21. doi  10.11 09 9 1 0 2

Dobinson, C. 201 . ie ds o  eception  rit in s ombin  eco s o  the econd or d r. or  ethuen.

Drake, N. 2012 . pider h t ui ds ts wn pider eco s isco ered. wired.com.  etrie ed 21 11 201  rom 
https www.wired.com 2012 12 spider bui din spider

Ekman, P. 19 . e in  ies  c ues to deceit in the m r etp ce, po itics, nd m rri e. New or   London  Norton.

Erdnase, S. W. 1902 . he pert t the rd b e.  Artifice, ruse, nd subter u e t the c rd t b e   tre tise on 
the science nd rt o  m nipu tin  c rds. hic o  c inne   o.

Evans, A. D., & Lee, K. 2011 . erb  deception rom te chi dhood to midd e do escence nd its re tion to 
e ecuti e unctionin  s i s. e  s cho , , 110 . 

Evans, A. D., & Lee, K. 201 . mer ence o  L in  in er  oun  hi dren. e  s cho . doi  10.10 00 1 09

Fitzkee, D. 19 . ic  isdirection. n e , A  n e  ouse.

Flower, T. P., Gribble, M., & Ridley, A. R. 201 . eception b  e ib e A rm imicr  in n A ric n ird. cience, 
1 , 1 1 . doi  10.112 science.12 9 2

Foote, A., & Spalding, W., R. 190 . odern rmon  in its heor  nd r ctice. oston  he Arthur . chmidt 
o.

Ford, B. J. 200 . Are e s n enious  icroscope, 2 , 1 1 . 

Geitge, A. 201 . ow to bre   A A s stem in 1  minutes with chine Le rnin .  etrie ed 1 0 201  
rom https medium.com eit e how to bre c ptch s stem in 1 minutes with m chine e rnin
dbebb0 10

Gerwehr, S. 200 . ross u tur  ri tion in eni  nd eception. e ense nte i ence ourn , 1 2 . 

Gilbert, L. E. 19 1 . utter p nt coe o ution  s ssi or  denopod  won the se ection  r ce with he iconiine 
butter ies  cience, 1 2 9 , . 

Gilbert, L. E. 19 2 . he coe o ution o   butter  nd  ine. cientific Americ n, 2 2 , 102 10 . 

Goodman, K. 200 . mpro is tion or the spirit  Li e  more cre ti e, spont neous, nd cour eous i e usin  the 
too s o  impro  comed  ourceboo s, nc.

Göpel, Y., & Görke, B. 201 . Lies nd deception in b cteri  ene re u tion  the ro es o  nuc eic cid deco s. 
o ecu r microbio o , 92 , 1 . 

Granhag, P. A., & Strömwall, L. A. (Eds.). 200 . he etection o  eception in orensic onte ts. mbrid e  
mbrid e ni ersit  ress.

Granhag, P. r. A., Vrij, A., & Verschuere, B. 201 . etectin  deception  current ch en es nd co niti e 
ppro ches. obo en  i e .

Gregory, R. L., & Zangwill, O. L. 19 . he ord comp nion to the mind  ord ni ersit  ress.

Guilford, J. P. 19 . he n ture o  hum n inte i ence. 

Guillem, R. M., Drijfhout, F., & Martin, S. J. 201 . hemic  deception mon  nt soci  p r sites. urrent 
oo o , 0 1 , 2 . 

Haithem, Z., Ayisi, K. D., & El-Hedhli, K. 201 . onsumer r udu ent eh ior   ross u tur  erspecti e. 
A  roceedin s, 21 1 , 1 . 

Hebborn, E. 200 . he Art or er s ndboo . oodstoc , N. .  er oo  ress.

Heckman, K. E., Stech, F. J., Thomas, R. K., Schmoker, B., & Tsow, A. W. 201 . ber eni , eception nd 
ounter eception  A r mewor  or upportin  Acti e ber e ense. New or  prin er.

Henderson, S. M. 2011 . ecepti e hin in . per presented t the 1st i ec i it r  eception mposium, 
2nd rd No ember 2011, e ence Ac dem  o  the nited in dom, hri enh m.



For educational use only

Page 164 © Artifice Ltd, 2019. Not to be reproduced without permission

Henderson, S. M., & Lewis, P. 2012 . nderst ndin  nd p oitin  ber eception nd isrupti e eh iour. 
rnborou h  ineti .

Henderson, S. M., Pascual, R. G., Outteridge, C., Cowx, R. W., Helman, S., & Lambillion, S. M. 200 . A e iew 
o  eception in non mi it r  dom ins   s cho o ic  princip es. N 0 02 2  1.1 . 

rnborou h  ineti .

Herman, A. 201 . isu  inte i ence  sh rpen our perception, ch n e our i e. oston  ou hton i in rcourt.

Herz, R. S., & von Clef, J. 2001 . he in uence o  erb  be in  on the perception o  odors  idence or o ctor  
i usions  erception, 0 , 1 91. 

Higham, J. 2009 . ecrets o  mpro is tion  ic. London  ustin i h m.

Higham, J. 2011 . he  stem  he ech nics o  mpro is tion in rd ic. London  ustin i h m.

Hiller, I. 19 9 . i deer  ntroducin  irds to oun  N tur ists he Louise Lindse  erric  e s n ironment 
eries o . 9, pp. . o e e t tion, e s  e s A  ni ersit  ress.

Hoffman, R., & Fiore, S. M. 200 . erceptu  e e rnin  A Le er e oint or um n entered omputin . 
 nte i ent stems, 22 , 9 . 

Holt, T. 200 . he ecei ers  A ied i it r  eception n he econd or d r o s 1 2 . London  he o io 
ociet  Ltd.

Hotz, R. L. 2011 . he ruth  ro ect errets ut n ine eception  n n er  o  di it  deception, scientists t 
ndi n  ni ersit  re usin  witter to in esti te the n ture o  truth, ies nd po itics.  etrie ed 09 01 2012 rom 
http on ine.ws .com ideo the truth pro ect errets out on ine deception 219A2 A 22 9
1A 210 .htm

HQ Dept of Army. 19 .  90 2 tt efie d eception.  shin ston   ep rtment o  the Arm .

Hutton, R., Klein, G., & Wiggins, S. 200 . esi nin  or sensem in  A m croco niti e ppro ch. per 
presented t the omputer um n nter ctions 200 , orence, t . 

Hyman, R. 19 . o d e din  ow to on ince tr n ers h t ou now A  About hem. he etetic, 1 2 , 
1 . 

Isen, A. M., Nygren, T. E., & Ashby, F. G. 19 . n uence o  positi e ect on the sub ecti e uti it  o  ins nd 
osses  it is ust not worth the ris .  ers oc s cho , , 10 1 . 

James, W. 1 90 . he princip es o  ps cho o . New or  . o t nd comp n .

Janis, I. L., & Mann, L. 19 . ecision m in   ps cho o ic  n sis o  con ict, choice, nd commitment. 
London  ree ress  o ier cmi n.

Jansen, F., & Ganesh, M. I. 201 . s it possib e to oo  n orithm  in   c se or d t  ob usc tion. per 
presented t the Auditin  A orithms or shop, ntern tion  on erence on the eb nd oci  edi  1 , 

 2 th 29th, 201 , ord . 

Jastrow, J. J. 1 . he s cho o  o  eception. opu r cience onth , , 1 1 . 

Jersakova, J., Johnson, S. D., & Kindlmann, P. 200 . ech nisms nd e o ution o  decepti e po in tion in 
orchids. io  e  mb hi os oc, 1 2 , 219 2 . doi  10.101 1 9 10 00 9

Johnson, R. U., & Buel, C. C. 1 9 . tt es nd Le ders o  the i i  r 1   1  o . . New or  he 
entur  o.

Johnsson, R. (1971). oo er ect heor . ieroph nt , , 2 2 0. 

Johnsson, R., Racherbaumer, J., Stone, T., Christian, M., Neale, R., Fitch, B., . . . Aronson, S. 200 . he oo 
er ect heor  L br r .com.

Jones, R. V. 19 2 . eport No.1 . . .  e ms d r . . per .  10th nu r  19 2. London  N tion  Archi es 
N tion  t o uin  nit or the Archi es o  ontempor r  cientists .

Juels, A., & Ristenpart, T. 201 . one  encr ption  ecurit  be ond the brute orce bound. per presented t the 
Annu  ntern tion  on erence on the heor  nd App ic tions o  r pto r phic echni ues.

Jürgens, A., Dötterl, S., Liede-Schumann, S., & Meve, U. 2010 . or  scent composition in e r  di er in  t  
o  Asc epi doide e, nd ec monoide e Apoc n ce e . outh A ric n ourn  o  ot n , , 9 1. doi  
10.101 .s b.2010.0 .01

Jurgens, A., Dotterl, S., & Meve, U. 200 . he chemic  n ture o  etid or  odours in st pe i ds Apoc n ce e
Asc epi doide e erope ie e . New h to , 1 2 , 2 . doi  10.1111 .1 9 1 .200 .01 .

Jürgens, A., & Shuttleworth, A. 201 . rrion nd un  imicr  in nts. 1 . doi  10.1201 b1 19 20

Karras, T., Aila, T., Laine, S., & Lehtinen, J. 201 . ro ressi e rowin  o  ns or impro ed u it , st bi it , nd 
ri tion. r i  preprint r i 1 10.1019 . 

Kirk, P. L. 19 . rime in esti tion  ph sic  e idence nd the po ice bor tor . . New or  nterscience 
ub ishers.

Kitaoka, A. 200 . on ur o o he don uri w e .  etrie ed 2 0 201  rom http www.ps .ritsumei. c.
p it o s ishin2e.htm

Klein, G. 199 . h r cteristics o  comm nder s intent st tements. per presented t the he 199  mposium on 
omm nd nd ontro  ese rch, cLe n, A.



For educational use only

Page 165© Artifice Ltd, 2019. Not to be reproduced without permission

Klein, G., Moon, B., & Hoffman, R. R. 200 . in  ense o  ensem in  1  A tern ti e erspecti es.  
nte i ent stems, 21 , 0 . 

Klein, G., Moon, B., & Hoffman, R. R. 200 b . in  ense o  ensem in  2  A croco niti e ode .  
nte i ent stems, 21 , 92. 

Klein, G., Philips, J. K., Rall, E. L., & Peluso, D. A. 200 . A t r me heor  o  ensem in . n . o m n 
d. , pertise ut o  onte t  roceedin s o  the i th on erence on N tur istic ecision in  pp. 11 1 . 

New or , N  L wrence r b um Associ tes.

Klein, G. A., Calderwood, R., & Clinton-Cirocco, A. 19 . pid ecision in  on the ire round. per 
presented t the um n ctors nd r onomics ociet  0th Annu  eetin , ton, hio.

Knodler, L. A., Celli, J., & Finlay, B. B. 2001 . tho enic ric er  eception  ost e  rocesses. N ture, 
2 , . doi  10.10 0 0 2

Kondev, J. 201 . cteri  decision m in . h sics od , 2 , 1 . doi  10.10 pt. .22

Kotler, P., & Armstrong, G. 200 . rincip es o  r etin . London  e rson rentice .

Kubovy, M., & Tyler, C. s cho o  o  erspecti e nd en iss nce Art  usion, e usion, o usion, nd 
erceptu  r do .  etrie ed 1 0 201  rom http www.webe hibits.or rrowinthee e i usion .htm

Kuhn, G., & Findlay, J. M. 2010 . isdirection, ttention nd w reness  in ttention  b indness re e s tempor  
re tionship between e e mo ements nd isu  w reness.   p s cho  o e , 1 , 1 1 . doi  
10.10 0 1 0210902

Kuhrer, M., Hupperich, T., Rossow, C., & Holz, T. 201 . e  o   ndsh e  Abusin   or e ecti e 
Amp ific tion o  Att c s. per presented t the th N  or shop on ensi e echno o ies, n ie o, 

A. 

Lamere, P. 2009 . nside the precision h c .  etrie ed 22 11 201  rom https musicm chiner .com 2009 0 1
inside the precision h c

Lamont, P., & Wiseman, R. 200 . ic in heor . ert ordshire  ni ersit  o  ert ordshire ress.

Langer, E., Djikic, M., Pirson, M., Madenci, A., & Donohue, R. 2010 . e ie in  is seein  usin  mind essness 
mind u  to impro e isu  cuit . s cho  ci, 21 , 1 . doi  10.11 09 9 10

Leal, S., Vrij, A., Nahari, G., & Mann, S. 201 . e se be onest nd ro ide idence  eterrents o  eception 
in n n ine nsur nce r ud onte t. App ied o niti e s cho o , 0 , . doi  10.1002 cp. 2 2

Lee, C. W. 2010 . he oots o  Astroturfin . onte ts, 9 1 , . doi  10.1 2 ct .2010.9.1. .

Lee, K., & Ross, H. J. 199 . he concept o  in  in do escents nd oun  du ts  estin  weetser s o oristic 
mode . erri mer u rter  19 2 , 2 2 0. 

Lerner, J. S., & Keltner, D. 2001 . e r, n er, nd ris .  ers oc s cho , 1 1 , 1 1 9. 

Lerner, J. S., & Tiedens, L. Z. 200 . ortr it o  the n r  decision m er  ow ppr is  tendencies sh pe n er s 
in uence on co nition. ourn  o  eh ior  ecision in  peci  ssue on motion nd ecision in , 19, 
11 1 . 

Lev-Yadun, S. 201 . eri n mimicr  in posem tic spin  p nts. nt i n in   eh ior, , 2 . doi  
10. 1 1 psb. . .

Lev-Yadun, S. 201 . Addition  ses o  e ensi e isu  tesi n imicr  Amon  nts e ensi e nti
herbi or  o or tion in L nd nts pp. 1 1 . h m  prin er ntern tion  ub ishin .

Lev‐Yadun, S. 201 . e ensi e m s uer de b  p nts. io o ic  ourn  o  the Linne n ociet , 11 , 11 2
1166. 

Limb, C. J., & Braun, A. R. 200 . Neur  substr tes o  spont neous music  per orm nce  n  stud  o   
impro is tion. Lo  N , 2 , e1 9. doi  10.1 1 ourn .pone.0001 9

Livingston, B. 200 . oo ew shin  es our ite n isib e.  etrie ed 22 11 201  rom http www.
d t m tion.com co umns e ecuti e tech print.php 0 91

Long, J. 200 . No ech c in   A uide to oci  n ineerin , umpster i in , nd hou der urfin . 
oc nd, A  n ress ub ishin .

Lotto, B. 201 . e i te  the science o  seein  di erent  1st edition. ed. . New or , N  chette oo s.

Lovell, S. 199 . ow to he t t er thin  A on n e e s the ecrets o  the soteric r de o  he tin , 
c ms, nd ust es. hi de phi  A  unnin  ress oo  ub ishers.

Macknik, S., Martinez-Conde, S., & Blakeslee, S. 2011 . ei hts o  ind  h t the neuroscience o  m ic re e s 
bout our e er d  deceptions. London  rofi e oo s.

Macknik, S. L., & Martinez-Conde, S. 200 . empor  ctors. n . Li ersed e, . i christ,  . er in  ds. , 
ord ndboo  o  e o ements pp. 10 0 10 2 . ord  ord ni ersit  ress.

Mallet, J. 199 . h  re there so m n  mimicr  rin s  orre tions between h bit t, beh iour nd mimicr  in 
e iconius butter ies. io o ic  ourn  o  the Linne n ociet , 1 9 1 0. 

Mallet, J., McMillan, W. O., & Jiggins, C. D. 199 . imicr  nd rnin  o or t the ound r  between ces 
nd pecies. n . . ow rd  . . er ocher ds. , nd ess orms, pecies nd peci is tions pp. 90 0 . 

ord  ord ni ersit  ress.



For educational use only

Page 166 © Artifice Ltd, 2019. Not to be reproduced without permission

Malt, B. C. 199 . te or  coherence in cross cu tur  perspecti e. o niti e ps cho o , 29 2 , 1 . 

Mant, J., Peakall, R., & Schiestl, F. P. 200 . oes se ection on or  odor promote di erenti tion mon  
popu tions nd species o  the se u  decepti e orchid enus phr s  o ution, 9 , 1 9 1 . 

Marcus, R. (2005). he re t c sino heist. London  obinson.

Maskelyne, N., & Devant, D. 1911 . ur m ic  the rt in m ic, the theor  o  m ic, the pr ctice o  m ic. New 
or  . . utton  o.

Matusikova, I., Salaj, J., Moravcikova, J., Mlynarova, L., Nap, J. P., & Libantova, J. 200 . ent c es o  in itro
rown round e  sundew roser  rotundi o i  L.  show induction o  chitin se cti it  upon mimic in  the presence 

o  pre . nt , 222 , 1020 102 . doi  10.100 s00 2 00 00

Maxim, D., Mathtech Inc., & Everest Consulting Associates Inc. 19 2 . eception i ures, non i ures nd wh . 
shin ton  fice o  ese rch nd e e opment eception ese rch ro r m , entr  nte i ence A enc .

Maxim, D. L. 19 0 . eception ims  ct And o ore.  shin ton  erest onsu tin  Associ tes nc., 
thtech nc.

McGovern, R. 201 . Another tchet ob on nowden.  etrie ed 1 0 201  rom https consortiumnews.
com 201 0 0 nother h tchet ob on snowden

Meyer, K. M., Soldaat, L. L., Auge, H., & Thulke, H. H. 201 . Ad pti e nd se ecti e seed bortion re e s 
comp e  condition  decision m in  in p nts. Am N t, 1 , . doi  10.10 0

Millen, A. E., Hope, L., Hillstrom, A. P., & Vrij, A. 201 . r c in  the truth  the e ect o  ce mi i rit  on e e 
fi tions durin  deception.   p s cho  o e , 1 1 . doi  10.10 0 1 021 .201 .11 209

Mills, C. A., & Mills, A. L. 200 . A e ndri , 1 1 1 . t. e s nt,  Arc di  ub ishin .

Mitnick, K., & Simon, W. L. 2002 . he Art o  eception  ontro in  the um n ement o  ecurit . ndi n po is, 
ndi n  i e  ub ishin  nc.

Moltke, H., Graf von. 1 92 . i it rische er e o . 2, p rt 2 . er in  rnst i ried itt er  on.

Moore, P. A. 201 . he idden ower o  me  ow hemic s n uence ur Li es nd eh ior. New or  
prin er ntern tion  ub ishin .

Morris, S. P. 201 . eception in ports. ourn  o  the hi osoph  o  port, 1 2 , 1 191. doi  
10.10 0 009 0 .201 . 19

Nahai, N. 2012 . ebs o  in uence  the ps cho o  o  on ine persu sion. r ow  e rson usiness.

National Research Council Committee to Review the Scientific Evidence on the Polygraph. 200 . he 
o r ph nd Lie etection. shin ton, . .  N tion  Ac demies ress.

Newhagen, J. E., & Rafaeli, S. 199 . h  communic tion rese rchers shou d stud  the nternet  A di o ue. 
ourn  o  computer medi ted communic tion, 1 , 1 . 

Nguyen, A., Yosinski, J., & Clune, J. 201 . eep neur  networ s re e si  oo ed  i h confidence predictions 
or unreco ni b e im es. per presented t the roceedin s o  the  on erence on omputer ision nd 

ttern eco nition.

Nisbett, R. 200 . he eo r ph  o  thou ht  ow Asi ns nd esterners thin  di erent ... nd wh . New or  
imon nd chuster.

Orlowski, A. 200 . Anti w r s o n coined, repurposed nd oo ew shed  in 2 d s.  etrie ed 22 11 201  
rom http www.there ister.co.u 200 0 0 ntiw r s o n coined repurposed

Ortiz, D. 19 . mb in  sc ms  how the  wor , how to detect them, how to protect ourse . New or  odd, 
e d.

Oxford English Dictionary. 201 . efinition o  deception . ord  ord ni ersit  ress.

Palomäki, J., Yan, J., & Laakasuo, M. 201 . chi e i s  po er m te  A n tur istic beh iour  stud  on 
str te ic deception. erson it  nd ndi idu  i erences, 9 , 2 2 1. doi  10.101 .p id.201 .0 .0 9

Paulus, H. F. 200 . ecei ed m es po in tion bio o  o  the editerr ne n orchid enus phr s rchid ce e . 
ourn  urop ischer rchideen, 2 , 0 . 

Pfleegor, A. G., & Roesenberg, D. 201 . eception in port  A New onom  o  ntr Lusor  ui es. ourn  o  
the hi osoph  o  port, 1 2 , 209 2 1. doi  10.10 0 009 0 .201 . 2

Pinker, S. 200 . L n u e s n d pt tion to the co niti e niche. n . hristi nsen  . irb ds. , L n u e 
o ution  t tes o  the Art. New or  ord ni ersit  ress.

Plassmann, H., O’Doherty, J., Shiv, B., & Rangel, A. 200 . r etin  ctions c n modu te neur  
represent tions o  e perienced p e s ntness. roceedin s o  the N tion  Ac dem  o  ciences, 10 , 10 0 10 . 
doi  10.10 pn s.0 0 92910

Raghunathan, R., & Pham, M. T. 1999 . A  Ne ti e oods Are Not u  oti tion  n uences o  An iet  nd 
dness on ecision in . r n eh  um ecis rocess, 9 1 , . doi  10.100 obhd.1999.2

Reeves-Evison, T. 201 . eception nd iction s orms o  or d m in  in ontempor r  Art. r r n , 2 2 , 
1 1 . doi  10.1 1 p r 201 00

Reid, C. R., Garnier, S., Beekman, M., & Latty, T. 201 . n orm tion inte r tion nd mu ti ttribute decision m in  
in non neuron  or nisms. Anim  eh iour, 100, 0. doi  10.101 . nbeh .201 .11.010



For educational use only

Page 167© Artifice Ltd, 2019. Not to be reproduced without permission

Reid, C. R., MacDonald, H., Mann, R. P., Marshall, J. A., Latty, T., & Garnier, S. 201 . ecision m in  without  
br in  how n moeboid or nism so es the two rmed b ndit.   oc nter ce, 1 119 . doi  10.109
rsi .201 .00 0

Rittel, H. W., & Webber, M. M. 19 . i emm s in  ener  theor  o  p nnin . o ic  sciences, 2 , 1 1 9. 

obert oudin, . . 1 0 . emoirs o  obert oudin  Amb ss dor, Author, nd on urer. London  h pm n nd 
.

Robert-Houdin, J. E. 1 . omment on de ient sorcier  es secrets de  prestidi it tion et de  m ie. ris  
m nn L .

Roe, K. 201 . Le dership  r ctice nd erspecti es. ord  ord ni ersit  ress.

Rowe, N. C., & Rrushi, J. 201 . ntroduction to berdeception. wit er nd  prin er ntern tion  ub ishin .

Rowland, I. 200 . he u  cts oo  o  o d e din  A omprehensi e uide to the ost ersu si e 
s cho o ic  nipu tion echni ue in the or d nd ts App ic tion to s chic e din s  n ow nd, Limited.

RTO Task Group SCI-131/RTG-028. 200 . i it r  mp ct o  uture eni  nd eception.  echnic  eport 
1 1 . NA .

Sanders, J. G., Ueda, Y., Minemoto, K., Noyes, E., Yoshikawa, S., & Jenkins, R. 201 . per re istic ce 
m s s   new ch en e in person identific tion. o n es rinc mp ic, 2 1 , . doi  10.11 s 12 01 00 9

Schaefer, H. M., & Ruxton, G. D. 2009 . eception in p nts  mimicr  or perceptu  e p oit tion  rends co  o , 
2 12 , . doi  10.101 .tree.2009.0 .00

Schaffner, J. H. 1910 . Le  r in s o  ert in hio nts. he hio N tur ist, 11 2 , 2 2 . 

Scherer, K. R. 200 . ntroduction  o niti e components o  emotion. n . . idson, . . cherer,  . . 
o dsmith ds. , ndboo  o  ecti e sciences pp. 1 . New or  ord ni ersit  ress.

Schiestl, F. P., Peakall, R., Mant, J. G., Ibarra, F., Schulz, C., Franke, S., & Francke, W. 200 . he chemistr  o  
se u  deception in n orchid w sp po in tion s stem. cience, 02 , . doi  10.112 science.10

Schiestl, F. P., & Schluter, P. M. 2009 . or  iso tion, speci i ed po in tion, nd po in tor beh ior in orchids. 
Annu e  ntomo , , 2 . doi  10.11 nnure .ento. .110 0 .090 0

Scopece, G., Musacchio, A., Widmer, A., & Cozzolino, S. 200 . tterns o  reproducti e iso tion in 
editerr ne n decepti e orchids. o ution, 1 11 , 2 2 2 2. doi  10.1111 .1 .200 .002 1.

Sekaran, U. 200 . ese rch ethods or usiness. New or , New or  ohn i e   ons.

Sharif, M., Bhagavatula, S., Bauer, L., & Reiter, M. K. 201 . Accessori e to  crime  e  nd ste th  tt c s on 
st te o the rt ce reco nition. per presented t the roceedin s o  the 201  A  A  on erence on 

omputer nd ommunic tions ecurit .

Shepard, R. N. 19 . ircu rit  in ud ments o  re ti e pitch. ourn  o  the Acoustic  ociet  o  Americ , 12 , 
2 2 . 

Shipley, J. T. 19 . iction r  o  or d Liter ture  riticism, orms, echni ue. New or  hi osophic  Libr r .

Shrum, L. J., Liu, M., Nespoli, M., & Lowrey, T. M. 2012 . ersu sion in the r etp ce  ow heories o  
ersu sion App  to r etin  nd Ad ertisin . n . i rd  L. hen ds. , he ersu sion ndboo . hous nd 

s, A  e.

Sinclair, A. 199 . oun  hi dren s r ctic  eceptions And heir nderst ndin   se e ie . New de s in 
s cho o , 1 2 , 1 1 . 

Solorio, T., Hasan, R., & Mizan, M. 201 . A se tud  o  oc puppet etection in i ipedi . per presented t 
the or shop on L n u e in oci  edi  LA  201 , une 1  201 , At nt , eor i . 

Soltau, U., Dötterl, S., & Liede-Schumann, S. 2009 . Le  rie tion in dium steudnerii o ium Ar ce e   
c se o  mimicr  o ution r  eco o , 2 , 0 12. 

o iet eception in he ub n isi e risis. 

Spence, S. A., Hunter, M. D., Farrow, T. F., Green, R. D., Leung, D. H., Hughes, C. J., & Ganesan, V. 200 . A 
co niti e neurobio o ic  ccount o  deception  e idence rom unction  neuroim in . hi os r ns  oc Lond  

io  ci, 9 1 1 , 1 1 2. doi  10.109 rstb.200 .1

Staff, U. J. C. o. 200 .  oint ub ic tion  1 02,  ep rtment o  e ense iction r  o  i it r  nd 
Associ ted erms.  ep rtment o  e ense.

Stajano, F., & Wilson, P. 2009 . nderst ndin  c m ictims  e en rincip es or stems ecurit  pp. 22  
ni ersit  o  mbrid e omputer L bor tor .

Stech, F., & Elsaesser, C. 200 . idw  re isited  etectin  eception b  An sis o  ompetin  pothesis. 
per presented t the 2nd i it r  per tion  ese rch mposium , ontere , A. 

Stevens, M. 200 . red tor perception nd the interre tion between di erent orms o  protecti e co or tion. roc 
io  ci, 2 1 1 , 1 1 . doi  10.109 rspb.200 .0220

Stökl, J., Schlüter, P. M., Stuessy, T. F., Paulus, H. F., Fraberger, R., Erdmann, D., . . . Ayasse, M. 2009 . 
peci tion in se u  decepti e orchids  po in tor dri en se ection m int ins discrete odour phenot pes in 

h bridi in  species. io o ic  ourn  o  the Linne n ociet , 9 2 , 9 1. doi  10.1111 .109 12.2009.012 9.



For educational use only

Page 168 © Artifice Ltd, 2019. Not to be reproduced without permission

Streinzer, M., Ellis, T., Paulus, H. F., & Spaethe, J. 2010 . isu  discrimin tion between two se u  decepti e 
phr s species b   bee po in tor. Arthropod nt nter ct, , 1 1 1 . doi  10.100 s11 29 010 909

Streinzer, M., Paulus, H. F., & Spaethe, J. 2009 . or  co our si n  incre ses short r n e detect bi it  o   
se u  decepti e orchid to its bee po in tor.  p io , 212 t 9 , 1 1 0. doi  10.12 2 eb.02 2

Syrus, P. . ententi e . in, r ns. .

Szpunar, K. K., & McDermott, K. B. 200 . pisodic uture thou ht nd its re tion to rememberin  e idence rom 
r tin s o  sub ecti e e perience. onscious o n, 1 1 , 0 . doi  10.101 .conco .200 .0 .00

Tangen, J. M., Murphy, S. C., & Thompson, M. B. 2011 . shed ce distortion e ect  rotes ue ces rom 
re ti e sp ces. erception, 0 , 2 0. doi  10.10 p 9

The Telegraph. 201 . hemic s de er so d more ben oc ine to coc ine n  th n o mith ein uses in  
e r .  etrie ed 22 11 201  rom http www.te e r ph.co.u news u news w nd order 121 1 29 hemic s

de er so d more ben oc ine to coc ine n th n o mith ein uses in e r.htm

Theerasilp, S., & Kurihara, Y. 19 . omp ete purific tion nd ch r cteri tion o  the t ste modi in  protein, 
mir cu in, rom mir c e ruit.  io  hem, 2 2 , 11 11 9. 

Thunberg, T. 1 9 . rnimme serne id ti  s mm  st e o iser d, s mtidi t p ende d och rmeretnin . 
rnimme serne t the s me p ce oc i ed, simu t neous co d nd he t stimu i . pps  L ren, 1, 9 9 . 

Tieman, D. M., Zeigler, M., Schmelz, E. A., Taylor, M. G., Bliss, P., Kirst, M., & Klee, H. J. 200 . dentific tion o  
oci ectin  our o ti e emissions in tom to ruits.  p ot, , 9 . doi  10.109 b er 0

Torres, P. 2012 . New pecies o  eco  pider Li e  isco ered At mbop t  ese rch enter.  etrie ed rom 
http b o .perun ture.com new species o deco spider i e disco ered t t mbop t rese rch center.htm

Trewavas, A. 2002 . ind ess m ster . N ture, 1 , 1. doi  10.10 1 1

Tsvetkova, M., Garcia-Gavilanes, R., Floridi, L., & Yasseri, T. 201 . en ood bots fi ht  he c se o  i ipedi . 
Lo  N , 12 2 , e01 1 . doi  10.1 1 ourn .pone.01 1

Tyler, J. M., Feldman, R. S., & Reichert, A. 200 . he price o  decepti e beh ior  is i in  nd in  to peop e 
who ie to us. ourn  o  periment  oci  s cho o , 2 1 , 9 . doi  10.101 . esp.200 .02.00

Tzu, S. 00 . . . he Art o  r.

University of Cambridge. 201 . on erence ro r mme or  ecepticon ntern tion  on erence on ecepti e 
eh ior. ni ersit  o  mbrid e.  etrie ed 1 11 201  rom https www.c .c m. c.u e ents decepticon201

Vereecken, N. J. 2009 . ecepti e eh ior in nts. . o in tion b  e u  eception in rchids  A ost
r site erspecti e. 20 222. doi  10.100 9 0 92 0 11

Vereecken, N. J., & McNeil, J. N. 2010 . he ters nd i rs  chemic  mimicr  t its finest. n di n ourn  o  
oo o , , 2 2. doi  10.11 9 10 0 0

Wada, Y., Masuda, T., & Noguchi, K. 200 . empor  i usion c ed pp  e ect  in e ent perception. erception, 
 Abstr ct upp ement . 

Weick, K. E., & Sutcliffe, K. M. 200 . n in  the une pected  resi ient per orm nce in n e o  uncert int  
2nd ed. . n r ncisco  osse ss.

Whaley, B. 200 . nterdiscip in r  usin s on the istor  o  ounterdeception. e ense nte i ence ourn , 
1 2 , 1 0. 

Whaley, B. 200 b . rson e es  he n ho s ic  L br r .

Whaley, B. 200 . tr t em  eception And urprise n r. oston  Artech ouse.

Whaley, B. 2010 . r ctise to ecei e  Le rnin  ur es o  i it r  eception nners.  shin ton,  orei n 
eni   eception ommittee, N tion  nte i ence enter, fice o  the irector o  N tion  ecurit .

Whaley, B. 2010b . hen eception i s  he heor   uts.  shin ton,  orei n eni   eception 
ommittee, N tion  nte i ence enter, fice o  the irector o  N tion  ecurit .

Whaley, B. 201 . urn bout nd deception  cr tin  the doub e cross nd the theor  o  outs. Ann po is, r nd  
N  nstitute ress.

Whaley, B., & Busby, J. 2000 . etectin  eception  r ctice, r ctitioners nd heor . rends in r nised 
rime, 1 , 10 . 

Williams, K. S., & Gilbert, L. E. 19 1 . nsects s se ecti e ents on p nt e et ti e morpho o  e  mimicr  
reduces e  in  b  butter ies. cience, 212 9 , 9. 

Xenophon. 0 . . . n the r  omm nder . . rch nt  . . owersoc , r ns. . mbrid e, A  
r rd ni ersit  ress.

Xie, Z., Ulrich, L. E., Zhulin, I. B., & Alexandre, G. 2010 . A  dom in cont inin  chemoreceptor coup es d n mic 
ch n es in met bo ism with chemot is. roc N t  Ac d ci   A, 10 , 22 22 0. doi  10.10
pn s.09100 10

Yan, Y., Borrego, E., & Kolomiets, M. V. 201 . smon te ios nthesis, erception nd unction in nt 
e e opment nd tress esponses. doi  10. 2 2

Zibreg, C. 201 . msun  fined 0,000 o er in  ne ti e web comments bout competition.  etrie ed 
22 11 201  rom http www.idown o db o .com 201 10 2 s msun fined o er ed web comments



For educational use only

Page 153© Artifice Ltd, 201. Not to be reproduced without permission

his p e is intention  b n .



www.artifice.co.uk


